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« Audit account logon events

« Audit account management
« Audit directory service access
« Audit logon events

« Audit object access

« Audit policy change

« Audit privilege use

« Audit process tracking

« Audit system events
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» Account Logon
¢ Audit Credential Validation
e Audit Kerberos Authentication Service
e Audit Kerberos Service Ticket Operations
¢ Audit Other Logon/Logoff Events

» Account Management
e Audit Application Group Management
¢ Audit Computer Account Management
e Audit Distribution Group Management
e Audit Other Account Management Events
e Audit Security Group Management
e Audit User Account Management

> Detailed Tracking
e Audit DPAPI Activity
e Audit PNP activity
e Audit Process Creation
e Audit Process Termination
e Audit RPC Events


https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-credential-validation
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-kerberos-authentication-service
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-kerberos-service-ticket-operations
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-other-logonlogoff-events
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> DS Access
¢ Audit Detailed Directory Service Replication
e Audit Directory Service Access
¢ Audit Directory Service Changes
e Audit Directory Service Replication

> Logon/Logoff
¢ Audit Account Lockout
¢ Audit User/Device Claims
e Audit IPsec Extended Mode
¢ Audit Group Membership
e Audit IPsec Main Mode
e Audit IPsec Quick Mode
e Audit Logoff
e Audit Logon
¢ Audit Network Policy Server
¢ Audit Other Logon/Logoff Events
e Audit Special Logon

> Object Access
e Audit Application Generated
e Audit Certification Services
e Audit Detailed File Share
¢ Audit File Share
e Audit File System
e Audit Filtering Platform Connection
e Audit Filtering Platform Packet Drop
e Audit Handle Manipulation
e Audit Kernel Object
e Audit Other Object Access Events
e Audit Registry
¢ Audit Removable Storage
e Audit SAM
¢ Audit Central Access Policy Staging
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> Policy Change
¢ Audit Policy Change
e Audit Authentication Policy Change
e Audit Authorization Policy Change
e Audit Filtering Platform Policy Change
e Audit MPSSVC Rule-Level Policy Change
e Audit Other Policy Change Events

> Privilege Use
¢ Audit Non-Sensitive Privilege Use
e Audit Sensitive Privilege Use
e Audit Other Privilege Use Events

e Audit IPsec Driver

e Audit Other System Events

e Audit Security State Change

e Audit Security System Extension
e Audit System Integrity

> Global Object Access Auditing
¢ File System (Global Object Access Auditing)
e Registry (Global Object Access Auditing)
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% » Control Panel » System and Security » Administrative Tools
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‘& Computer Management
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| Windows Defender Firewall with Adve
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l2s) Audit account logon events

l24 Audit account management
l2s) Audit directory service access
l2e) Audit logon events

l24 Audit object access

l2s) Audit policy change
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lg) Audit system events
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Advanced security audit policy settings
: Audit Policies b sjes plxil %
Audit account logon events.)
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« Audit Credential Validation

« Audit Kerberos Authentication Service

« Audit Kerberos Service Ticket Operations
« Audit Other Logon/Logoff Events

Audit Credential Validation o
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https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-credential-validation
https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-kerberos-authentication-service
https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-kerberos-service-ticket-operations
https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-other-logonlogoff-events
https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-credential-validation

Computer
Type

Domain
Controller

Member
Server

Workstation

Comments [

Expected volume of events is high for domain controllers, because

this subcategory will generate events when an authentication ]
attempt is made using any domain account and NTLM
authentication.

IF — We recommend Success auditing to keep track of domain-
account authentication events using the NTLM protocol. Expect 2
high volume of events. For recommendations for using and
analyzing the collected information, see the Security Monitoring
Recommendations sections. Just collecting Success auditing
events in this subcategory for future use in case of a security
incident is not very useful, because events in this subcategory are
not always informative.

We recommend Failure auditing. to collect information about
failed authentication attempts using domain accounts and the
NTLM authentication protocol.

Expected volume of events is low for member servers, because
this subcategory will generate events when an authentication
attempt is made using a local account. which should not happen
too often.

We recommend Success auditing, to keep track of authentication
events by local accounts.

We recommend Failure auditing. to collect information about
failed authentication attempts by local accounts.

Expected volume of events is low for workstations, because this
subcategory will generate events when an authentication attempt
is made using a local account, which should not happen too
often.

We recommend Success auditing, to keep track of authentication
events by local accounts.

We recommend Failure auditing. to collect information about
failed authentication attempts by local accounts.

Audit Kerberos Authentication Service e
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Computer General
Type Success
Domain Yes
Controller

Member Mo
Server

Workstation Mo

Comments

We recommend Succeass auditing. because you will see all
Kerberos Authentication requests (TGT requests), which are a part
of domain account logons. Also, you can see the IP address from
which this account requested a TGT, when TGT was requested,
which encryption type was used and so on.

We recommend Failure auditing. because you will see all failed
requests with wrong password, username, revoked certificate, and
so on. You will also be able to detect Kerberos issues or possible
attack attempts.

Expected volume is high on domain controllers.

This subcategory makes sense only on domain controllers.

This subcategory makes sense only on domain controllers.


https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-kerberos-authentication-service
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Audit Kerberos Service Ticket Operations e
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Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain IF Yes Yes ‘Yes Expected volume is very high on domain controllers.

Controller
IF - We recommend Success auditing, because you will see all
Kerberos Service Ticket requests (TGS requests), which are part of
service use and access requests by specific accounts. Also, you can
see the IP address from which this account requested TGS, when
TGS was requested, which encryption type was used, and so on.
For recommendations for using and analyzing the collected
information, ses the Security Monitoring Rec dati
sections.
‘We recommend Failure auditing, because you will see all failed
requests and be able to investigate the reasen for failure. You will
also be able to detect Kerberos issues or possible attack attempts.

Member No No No No This subcategory makes sense only on domain controllers.

Server

Workstation No No No No This subcategory makes sense only on domain controllers.
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https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-kerberos-service-ticket-operations
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Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain Yes Yes Yes Yes We recommend Success auditing, to track possible Kerberos
Controller replay attacks, terminal session connect and disconnect actions,
network authentication events, and some other events. Yolume of
these events is typically very low.
Failure events will show you when requested credentials CredSSP
delegation was disallowed by policy. The volume of these events
is wery low—typically you will not get any of these events.

Member Yes Yes Yes Yes We recommend Success auditing, to track possible terminal
Server session cennect and disconnect actions, network authentication
events, and some other events. Valume of these events is typically
very low.
Failure events will show you when requested credentials CredSSP
delegation was disallowed by policy. The volume of these events
is wery low—typically you will not get any of these events.

Workstation Yes Yes Yes Yes We recommend Success auditing, to track pessible terminal
session connect and disconnect actions, network authentication
events, and some other events. Volume of these events is typically
very low.

Failure events will show you when requested credentials CredS5P
delegation was disallowed by policy. The volume of these events
is very low—typically you will not get any of these events.

Account Management.y

R ») Lgl.asd..cw ) JALA gt U"‘ 2O g oolaiul

« Audit Application Group Management

« Audit Computer Account Management

« Audit Distribution Group Management

« Audit Other Account Management Events
« Audit Security Group Management

« Audit User Account Management

AR


https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-application-group-management
https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-computer-account-management
https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-distribution-group-management
https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-other-account-management-events
https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-security-group-management
https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-user-account-management

Computer
Type

Domain
Controller

Member
Server

Workstation

Computer
Type

Domain
Controller

Member
Sarver

Workstation

General
Success
General General
Success Failure
Yes No
Mo No
MNo MNo
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Audit Application Group Management o
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General
Failure

Stronger
Success

Yes

Mo

Stronger
Success

Stronger
Failure Comments

- This subcategory is outside the scope of this
document.

- This subcategory is outside the scope of this
document.

- This subcategory is outside the scope of this
document.

Audit Computer Account Management e

Stronger
Failure

Mo

Mo

\Y

Comments

We recommend monitoring changes to critical computer objects
in Active Directory, such as domain contrellers, administrative
workstations, and critical servers. It's especially important to be
informed if any critical computer account objects are deleted.
Additionally, events in this subcategory will give you information
about who deleted, created, or modified a computer object, and
when the action was taken.

Typically volume of these events is low on domain controllers.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

This subcategory generates events only on demain controllers.

This subcategory generates events only on domain controllers.


https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-application-group-management
https://docs.microsoft.com/en-us/windows/device-security/auditing/audit-computer-account-management
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Audit Distribution Group Management e

Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain IF No IF Mo IF - Typically actions related to distribution groups have low

Controller security relevance, much more important to monitor Security
Group changes. But if you want to monitor for critical distribution
groups changes, such as member was added to internal critical
distribution group (executives, administrative group, for example),
you need to enable this subcategory for Success auditing.
Typically volume of these events is low on domain controllers.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Member No No Mo Mo This subcategory generates events only on demain controllers.

Server

Workstation No No No No This subcategory generates events only on domain controllers.

Audit Other Account Management Events e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments
Domain Yes No Yes No The only reason to enable Success auditing on domain controllers
Controller is to monitor “4782(3): The password hash an account was
accessed.”
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.
Member MNo No No No The only event which is generated on Member Servers is "4793(5):
Server The Password Policy Checking APl was called.”, this event is a
typical information event with little to no security relevance.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.
Workstation No Mo No MNo The only event which is generated on Workstations is "4793(5):

The Password Policy Checking APl was called.”, this event is a
typical information event with little to no security relevance.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

'Y
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Audit Security Group Management e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain Yes Mo Yes MNo We recommend Success auditing of security groups, to see new
Controller group creation events, changes and deletion of critical groups.
Also you will get information about new members of security
groups, when a member was removed from a group and when
security group membership was enumeratad,
We recommend Failure auditing, to collect information about
failed attempts to create, change, or delete new security groups.

Member Yes Mo Yes Mo We recommend Success auditing of security groups, to see new
Server group creation events, changes and deletion of critical groups.
Also you will get information about new members of security
groups, when a member was removed from a group and when
security group membership was enumeratad,
We recommend Failure auditing, to collect information about
failed attempts to create, change, or delete new security groups.

Workstation Yes Mo Yes Mo We recommend Success auditing of security groups, to see new
group creation events, changes and deletion of critical groups.
Also you will get information about new members of security
groups, when a member was removed from a group and when
security group membership was enumerated.
We recommend Failure auditing, to collect information about
failed attempts to create, change, or delete new security groups.

VY
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Audit User Account Management «

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain Yes Yes Yes Yes This subcategory contains many useful events for monitoring,
Controller especially for critical domain accounts, such as domain admins,
service accounts, database admins, and so on.
We recommend Failure auditing, mostly to see invalid password
change and reset attempts for domain accounts, DSRM account
password change failures, and failed SID History add attempts.

Member Yes Yes Yes Yes We recommend menitoring all changes related to local user
Server accounts, especially built-in local Administrator and other critical
accounts,
We recommend Failure auditing, mostly to see invalid password
change and reset attempts for local accounts.

Workstation Yes ‘es Yes Yes We recommend monitoring all changes related to local user
accounts, especially built-in local Administrator and other critical
accounts.

We recommend Failure auditing, mostly to see invalid password
change and reset attempts for local accounts.

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain Yes Yes Yes Yes This subcategory contains many useful events for monitoring,
Controller especially for critical domain accounts, such as domain admins,
service accounts, database admins, and so on.
We recommend Failure auditing, mostly to see invalid password
change and reset attempts for domain accounts, DSRM account
password change failures, and failed 51D History add attempts.

Member Yes Yes Yes Yes We recommend monitoring all changes related to local user
Server accounts, especially built-in local Administrator and other critical
accounts.
We recommend Failure auditing, mostly to see invalid password
change and reset attempts for local accounts.

Workstation ‘fes Yes Yes Yes We recommend meonitoring all changes related to local user
accounts, especially built-in local Administrator and other critical
accounts.

We recommend Failure auditing, mostly to see invalid password
change and reset attempts for local accounts.

AN
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Detailed Tracking.Y

Audit DPAPI Activity o

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain IF IF IF IF IF — Events in this subcategery typically have an informational
Controller purpose and it is difficult to detect any malicious activity using
these events. It's mainly used for DPAPI troubleshooting.

Member IF IF IF IF IF — Events in this subcategory typically have an informational
Server purpose and it iz difficult to detect any malicious activity using
thesze events. It's mainly used for DPAPI troubleshooting.

Workstation IF IF IF IF IF = Events in this subcategory typically have an informational
purpose and it is difficult to detect any malicious activity using
these events. It's mainly used for DPAPI troubleshooting.

Audit PNP Activity o

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain Yes No Yes MNo This subcategory will help identify when and which Plug and Flay
Controller device was attached, enabled, disabled or restricted by device
installation policy.
You can track for example, whether a USE flash drive or stick was
attached to a domain controller, which is typically not allowed.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Member Yes No Yes No This subcategory will help identify when and which Plug and Play
Server device was attached, enabled, disabled or restricted by device
installation policy.
You can track for example, whether a USE flash drive or stick was
attached to a critical server, which is typically not allowed.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Waorkstation Yes No Yes No This subcategory will help identify when and which Plug and Play
device was attached, enabled, disabled or restricted by device
installation policy.

You can track for example, whether a USE flash drive or stick was
attached to an administrative workstation or VIP workstation.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

\#



Computer General
Type Success
Damain Yes
Caontroller

Member Yes
Server

Workstation Yes

General
Failure

No

No

Stronger
Success

Yes

Yes

Yes

Stronger
Failure

No

No

Audit Process Creation «

Comments

It is typically useful to collect Success auditing information for this
subcategory for forensic investigations, to find information who,
when and with which options\parameters ran specific process.
Additionally, you can analyse process creation events for elevated
credentials use, potential malicious process names and so on.

The event velume is typically medium-high level, depending on
the process activity on the computer.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

It is typically useful to collect Success auditing information for this
subcategory for forensic investigations, to find information who,
when and with which options\parameters ran specific process.
Additionally, you can analyse process creation events for elevated
credentials use, potential malicious process names and so on.

The event volume is typically medium-high level, depending on
the process activity on the computer.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

It is typically useful to collect Success auditing information for this
subcategory for forensic investigations, to find information whe,
when and with which options\parameters ran specific process.
Additionally, you can analyse process creation events for elevated
credentials use, potential malicious process names and so on.

The event velume is typically medium-high level, depending on
the process activity on the computer.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

'Y
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Audit Process Termination e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain Mo Mo IF Mo IF - This subcategory typically is not as important as Audit Process
Controller Creation subcategory. Using this subcategory you can, for
example get information about for how long process was run in
correlation with 4685 event.
If you have a list of critical processes that run on some computers,
you can enable this subcategory to monitor for termination of
these critical processes.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Member Mo MNo IF MNo IF - This subcategory typically is not as important as Audit Process
Server Creation subcategery. Using this subcategory you can, for
example get information about for how long process was run in
correlation with 4688 event.
If you hawve a list of critical processes that run on some computers,
you can enable this subcategory to monitor for termination of
these critical processes.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Workstation Mo MNo IF MNo IF - This subcategory typically is not as important as Audit Process
Creation subcategery. Using this subcategory you can, for
example get information about for how long process was run in
correlation with 4688 event.

If you have a list of critical processes that run on some computers,
you can enable this subcategory to monitor for termination of
these critical processes.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Audit RPC Events e

General General Stronger Stronger
Computer Type Success Failure Success Failure Comments

Domain Mo No No No Events in this subcategory occur
Controller rarely.

Member Server Mo Mo No No Events in this subcategory occur
rarely.

Workstation Mo Mo Nao Nao Events in this subcategory occur
rarely.

A
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DS Access.f

Audit Detailed Directory Service Replication e

Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain MNo No IF IF IF - Events in this subcategory typically have an informational

Controller purpose and it is difficult to detect any malicious activity using
these events. It's mainly used for Active Directory replication
troubleshocting.

Member No Mo No MNo This subcategory makes sense only on domain controllers,

Server

Workstation Mo MNo No MNo This subcategory makes sense only on domain controllers.

Audit Directory Service Access e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain No Yes No Yes It is better to track changes to Active Directory objects through

Controller the Audit Directory Service Changes subcategory. However, Audit
Directory Service Changes doesn't give you information about
failed access attempts, so we recommend Failure auditing in this
subcategory to track failed access attempts to Active Directory
objects.
For recommendations for using and analyzing the collected
information, see the Security Monitoring Recommendations
sections, Also, develop an Active Directory auditing policy [SACL
design for specific classes, operation types which nead to be
menitored for specific Organizational Units, and so on) so you can
audit only the access attempts that are made to specific important
objects.

Member No No No No This subcategory makes sense only on domain controllers.
Server

Workstation Mo Mo No No This subcategory makes sense only on demain controllers.

'4
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Audit Directory Service Changes

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain Yes Mo Yes Nao It is important to track actions related to high value or critical
Controller Active Directory objects, for example, changes to AdminSDHolder
container or Domain Admins group objects.
This subcategory shows you what actions were performed. If you
want to track failed access attempts for Active Directory objects
you need to take a look at Audit Directory Service Access
subcategory.
For recommendations for using and analyzing the collected

+

information, see the Security Monitoring Re.
sections, Also, develop an Active Directory auditing policy (SACL
design for specific classes, operation types which need to be
monitored for specific Organizational Units, and s on) so you can
audit only the access attempts that are made to specific important
objects.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Member No No No No This subcategory makes sense only on domain controllers,
Server

Workstation No Ne No No This subcategory makes sense only on domain controllers.

Audit Directory Service Replication

Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain Mo Mo IF IF IF - Events in this subcategory typically have an informational

Controller purpose and it is difficult to detect any malicious activity using
these events. It's mainly used for Active Directory replication
troubleshooting.

Member Mo Mo Mo Mo This subcategory makes sense only on domain controllers.

Server

Workstation No No MNo MNo This subcategory makes sense only on domain controllers.
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Logon/Logoff.a

Audit Account Lockout e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments
Domain No Yes No Yes We recommend tracking account lockouts, especially for high
Controller value domain or local accounts (database administrators, built-in
local administrator account, domain administrators, service
accounts, domain controller accounts, and so on).
This subcategory doesn't have Success events, so there is no
recommendation to enable Success auditing for this subcategory.
Member No Yes Mo Yes We recommend tracking account lockouts, especially for high
Server value domain or local accounts (database administrators, built-in
local administrator account, domain administrators, service
accounts, domain controller accounts, and so on).
This subcategory doesn't have Success events, so there is no
recommendation to enable Success auditing for this subcategory.
Workstation No Yes No Yes We recommend tracking account lockouts, especially for high

value domain or local accounts (database administrators, built-in
local administrator account, domain administrators, service
accounts, domain controller accounts, and so on).

This subcategory doesn't have Success events, so there is no
recommendation to enable Success auditing fer this subcategory.

Audit User/Device Claims o

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments
Domain IF No IF No IF —if claims are in use in your organization and you need to
Controller meonitor user/device claims, enable Success auditing for this
subcategory.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.
Member IF MNo IF MNo IF —if claims are in use in your organization and you need to
Server maonitor user/device claims, enable Success auditing for this
subcategory.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.
Workstation IF No IF No IF —if claims are in use in your organization and you need to

meonitor user/device claims, enable Success auditing for this
subcategory.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

AR
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Audit IPsec Extended Mode e

Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain IF IF IF IF IF - This subcategory is mainly used for IPsec Extended Mode

Caontroller troubleshooting, or for tracing or monitoring IPsec Extended
Macde operations.

Member IF IF IF IF IF - This subcategory is mainly usad for IPsec Extended Mode

Server troubleshooting, or for tracing or monitoring IPsec Extended
Maode operations.

Workstation IF IF IF IF IF - Thizs subcategory is mainly used for IPsec Extended Mode

troubleshooting, or for tracing or monitoring IPsec Extended
Maode operations.

Audit Group Membership o

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Damain Yes Mo Yes Mo Group membership information for logged in user can help to
Caontroller detact that member of specific domain or local group logged in
to the machine (for example, member of database administrators,
built-in local administrators, domain administrators, service
accounts group or other high value groups).
For recommendations for using and analyzing the collected
information, see the Security Monitoring Recommendations
sections.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Member Yes Mo Yes Mo Group membership information for logged in user can help to
Server detact that member of specific domain or local group logged in
to the machine (for example, member of database administrators,
built-in local administrators, domain administrators, service
accounts group or other high value groups).
For recommendations for using and analyzing the collected
information, see the Security Monitoring Recommendations
sections.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Workstation Yes No Yes No Group membership information for logged in user can help to
detect that member of specific domain or local group logged in
to the machine (for example, member of database administrators,
built-in local administrators, domain administrators, service
accounts group or other high value groups).

For recommendations for using and analyzing the collected
information, see the Security Monitoring Recommendations
sections.

This subcategory doesn't have Failure events, so there is no
recommendation to enakble Failure auditing for this subcategory.

Yy
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Audit IPsec Main Mode «

Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain IF IF IF IF IF - This subcategory is mainly used for [Psec Main Mode

Controller troubleshooting, or for tracing or monitoring IPsec Main Mode
operations.

Member IF IF IF IF IF - This subcategory is mainly used for [Psec Main Mode

Server troubleshooting, or for tracing or monitoring IPsec Main Mode
operations.

Waorkstation IF IF IF IF IF - Thiz subcategory is mainly used for [Psec Main Mode

troubleshooting, or for tracing or monitoring IPsec Main Mode
operations.

Audit IPsec Quick Mode e

Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain IF IF IF IF IF - This subcategory is mainly used for IPsec Quick Mode

Controller troubleshooting, or for tracing or menitering IPsec Quick Mode
operations.

Member IF IF IF IF IF - This subcategory is mainly used for [Psec Quick Mode

Server troubleshooting, or for tracing or maonitoring IPsec Quick Mode
operations.

Workstation IF IF IF IF IF - This subcategory is mainly used for [Psec Quick Mode

troubleshocoting. or for tracing or menitering IPsec Quick Mode
operations.

Yy
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Audit Logoff e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Daomain No MNo Yes MNo This subcategory typically generates huge amount of "45634(S): An
Controller account was logged off.” events which, typically has little security
relevance. It is more impertant to audit Logon events using Audit
Logeon subcategory, rather than Logoff events.
Enable Success audit if you want to track. for example, for how
long session was active (in correlation with Audit Logon events)
and when user actually logged off.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Member No MNo Yes MNo This subcategory typically generates huge amount of "45634(S): An
Server account was logged off.” events which, typically has little security
relevance. It is more impertant to audit Logon events using Audit
Logeon subcategory, rather than Logoff events.
Enable Success audit if you want to track. for example, for how
long session was active (in correlation with Audit Logon events)
and when user actually logged off.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Workstation No MNo Yes MNo This subcategory typically generates huge amount of "45634(S): An
account was logged off.” events which, typically has little security
relevance. It is more impertant to audit Logon events using Audit
Logeon subcategory, rather than Logoff events.

Enable Success audit if you want to track. for example, for how
long session was active (in correlation with Audit Logon events)
and when user actually logged off.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Audit Logon e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain Yes Yes Yes Yes Audit Logon events, for example, will give you information about
Controller which account, when, using which Legon Type, from which
machine logged on to this machine.
Failure events will show you failed logon attempts and the reason
why these attempts failed.

Member Yes Yes Yes Yes Audit Logon events, for example, will give you information about
Sarver which account, when, using which Logon Type, from which
machine logged on to this machine.
Failure evants will show you failed logon attempts and the reason
why these attempts failed.

Workstation Yes Yes Yes Yes Audit Logon events, for example, will give you information about
which account, when, using which Logon Type, from which
machine logged on to this machine.

Failure evants will show you failed logon attempts and the reason
why these attempts failed.

vf
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Audit Network Policy Server e

Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain IF IF IF IF IF - if a server has the Metwork Policy Server (NPS) role installed

Controller and you need to monitor access requests and other NPS-related
events, enable this subcategory.

Member IF IF IF IF IF —if a server has the Metwork Policy Server (MPS) role installed

Server and you need to monitor access requests and other NPS-related
events, enable this subcategory.

Workstation Mo No Mo Mo Network Policy Server (NPS) role cannot be installed on client OS.

Audit Other Logon/Logoff Events e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Damain Yes Yes Yes Yes We recommend Success auditing, to track possible Kerberos
Controller replay attacks, terminal session connect and disconnect actions,
network authentication events, and some other events. Volume of
these events is typically very low.
Failure events will show you when requested credentials CredS5P
delegation was disallowed by policy. The volume of these events
is very low—typically you will not get any of these events.

Member Yes Yes Yes Yes We recommend Success auditing, to track possible tarminal
Server session connect and disconnect actions, network authentication
avents, and some other events. WYolume of these events is typically
very low.
Failure events will show you when requested credentials CredS5P
delegation was disallowed by policy. The volume of these events
is very low—typically you will not get any of these events.

Workstation Yes Yes Yes Yes We recommend Success auditing, to track possible terminal
session connect and disconnect actions, network authentication
avents, and some other events. Velume of these events is typically
very low.

Failure events will show you when requested credentials CredS5P
delegation was disallowed by policy. The volume of these events
is very low—typically you will not get any of these events.

Yo
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Audit Special Logon e

Comments

This subcategory is very important because of Special Groups
related events, you must enable this subcategory for Success
audit if you use this feature.

At the same time this subcategory allows you to track account
logon sessions to which sensitive privileges were assigned.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

This subcategory is very important because of Special Groups
related events, you must enable this subcategory for Success
audit if you use this feature.

At the same time this subcategory allows you to track account
logon sessions to which sensitive privileges were assigned.

This subcategory doesn't have Failure events, so thers is no
recommendation to enable Failure auditing for this subcategory.

This subcategory is very important because of Special Groups
related events, you must enable this subcategory for Success
audit if you use this feature.

At the same time this subcategery allows you to track account
logon sessions to which sensitive privileges were assigned.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Object Access.s

Audit Application Generated e

Stronger
Failure

\¥d

Comments

IF —if you use Authorization Manager in your envirenment and
you need to monitor events related to Authorization Manager
applications, enable this subcatagory.

IF —if you use Authorization Manager in your environment and
you need to monitor events related to Authorization Manager
applications, enable this subcategory.

IF = if you use Authorization Manager in your environment and
you need to monitor events related to Authorization Manager
applications, enable this subcategory.
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Audit Certification Services o

Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain IF IF IF IF IF —if a server has the Active Directory Certificate Services (AD CS)

Controller rele installed and you need to monitor AD C5 related events,
enable this subcategory.

Member IF IF IF IF IF —if a server has the Active Directory Certificate Services (AD CS)

Server rale installed and you need to monitor AD C5 related events,
enable this subcategory.

Workstation No No No Mo Active Directory Certificate Servicas (AD CS) role cannot be

installed on client OS.

Audit Detailed File Share

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain MNo Yes No Yes Audit Success for this subcategory on domain controllers typically
Controller will lead to very high volume of events, especially for SYSVOL
share.
We recommend monitoring Failure access attempts: the volume
should not be very high. You will be able to see who was not able
to get access to a file or folder on a network share on a computer.

Member IF Yes IF Yes IF — If a2 server has shared network folders which typically get

Server many access requests (File Server, for example), the velume of
events might be very high. If you really need to track all successful
access events for every file or folder located on a shared folder,
enable Success auditing or use the Audit File System subcategory,
although that subcategory excludes some information in Audit
Detailed File Share, for example, the client's IP address.
The volume of Failure events for member servers should not be
very high (if they are not File Servers). With Failure auditing, you
will be able to see who was not able to get access to a file or
folder on a network share on this computer,

Workstation IF Yes IF Yes IF — If 2 workstation has shared network folders which typically get
many access requests, the volume of events might be very high. If
you really need to track all successful access events for every file
or folder located on a shared folder, enable Success auditing or
use Audit File System subcategory, although that subcategory
excludes some information in Audit Detailed File Share, for
example, the client's IP address.

The volume of Failure events for workstations should not be very
high. With Failure auditing, you will be able to see who was not
able to get access to a file or folder on a network share on this
computer,

A
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Audit File Share e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments
Domain Yes Yes Yes Yes We recommend Success auditing for domain controllers, because
Controller it's important to track deletion, creation, and modification events
for network shares.
We recommend Failure auditing to track failed SMB SPN checks
and failed access attempts to network shares.
Member Yes Yes Yes Yes \We recommend Success auditing to track deletion, creation,
Server modification, and access attempts to network share objects.
We recommend Failure auditing to track failed SMB SPN checks
and failed access attempts to network shares.
Workstation Yes Yes Yes Yes We recommend Success auditing to track deletion, creation,
medification and access attempts to network share objects.
We recommend Failure auditing to track failed SMB 5PN checks
and failed access attempts to network shares.
Audit File System o
Computer General General Stronger Stronger
Type Success Failure Success Failure Comments
Domain IF IF IF IF We strongly recommend that you develop a File System Security
Controller Monitoring policy and define appropriate SACLs for file system
objects for differant operating system templates and roles. Do not
enable this subcategory if you have not planned how to use and
analyze the collected information. It is also important to delete
non-effective, excess SACLs. Otherwise the auditing log will be
overloaded with useless information.
Failure events can show you unsuccessful attempts to access
specific file system objects.
Consider enabling this subcategory for critical computers first,
after you develop a File System Security Monitering policy for
them.
Member IF IF IF IF
Server
Warkstation IF IF IF IF

YA
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Audit Filtering Platform Connection e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain No Yes IF Yes Success auditing for this subcategory typically generates a very

Controller high volume of events, for example, one event for every
connection that was made to the system. It is much more
important to audit Failure events (blocked connections, for
example). For recommendations for using and analyzing the
collected information, see the Security Monitoring
Recommendations s=ctions.
IF - Enable Success audit in case you need to monitor succassful
outbound or inbound cennections to and from untrusted IP
addresses on high value computers or devices.

Member Mo Yes IF Yes Success auditing for this subcategory typically generates a very

Server high volume of events, for example, one event for every
connection that was made to the system. It is much more
important to audit Failure events (blocked connections, for
axample). For recommendations for using and analyzing the
collected information, see the Security Monitoring
Recommendations sections.
IF - Enakle Success audit in case you need to monitor successful
outbound or inbound connections to and from untrusted IP
addresses on high value computers or devices.

Workstation No Yes IF Yes Success auditing for this subcategory typically generates a very
high volume of events, for example, one event for every
connection that was made to the system. It is much more
important to audit Failure events (blocked connections, for
example). For recommendations for using and analyzing the
collected information, see the Security Monitoring
Recommendations s=ctions.

IF - Enable Success audit in case you need to monitor succassful
outbound or inbound cennections to and from untrusted IP
addresses on high value computers or devices.

A
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Audit Filtering Platform Packet Drop e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain No No No No Failure events volume typically is very high for this subcategory

Controller and typically used for troubleshooting. If you need to monitor
blocked connections, it is better to use “5157(F): The Windows
Filtering Platform has blocked a connection,” because it contains
almost the same information and generates per-connection, not
per-packet.
There is no recommendation to enable Success auditing, because
Success events in this subcategory rarely occur.

Member No Mo Mo Mo Failure events volume typically is very high for this subcategory

Server and typically used for troubleshooting. If you need to monitor
blocked connections, it is better to use “5157(F): The Windows
Filtering Platform has blocked a connection,” because it contains
almost the same information and generates per-connection, not
per-packet.
There is no recommendation to enable Success auditing, because
Success events in this subcategory rarely ocour.

Workstation No No No No Failure events volume typically is very high for this subcategory
and typically used for troubleshooting. If you need to monitor
blocked connections, it is better to use “5157(F): The Windows
Filtering Platform has blocked a connection,” because it contains
almost the same information and generates per-connection, not
per-packet.

There is no recommendation to enable Success auditing, because
Success events in this subcategory rarely occur,

Audit Handle Manipulation e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain MNo No MNo Mo Typically, information about the duplication or closing of an
Controller object handle has little to no security relevance and is hard to
parse or analyze.
Thera is no recommendation to enable this subcategory for
Success or Failure auditing, unless you know exactly what you
need to monitor in Object's Handles level.

Member MNo No MNo Mo Typically, information about the duplication or closing of an
Server object handle has little to no security relevance and is hard to
parse or analyze.
Thera is no recommendation to enable this subcategory for
Success or Failure auditing, unless you know exactly what you
need to monitor in Object's Handles level.

Workstation MNo No MNo Mo Typically, information about the duplication or closing of an
object handle has little to no security relevance and is hard to
parse or analyze.

Thera is no recommendation to enable this subcategory for
Success or Failure auditing, unless you know exactly what you
need to monitor in Object's Handles level.
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Audit Kernel Object

Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain No No No No Typically Kernel object auditing events hawve little to no security

Caontroller relevance and are hard to parse or analyze. Also, the volume of
these events is typically very high.
There is no recommendation te enable this subcategory, unless
you know exactly what you need to monitor at the Kernel objects
level.

Member No No No No Typically Kernel object auditing events hawve little to no security

Server relevance and are hard to parse or analyze. Also, the volume of
these events is typically very high.
There is no recommendation te enable this subcategory, unless
you know exactly what you need to moniter at the Kernel chjects
level.

Workstation No No No No Typically Kernel object auditing events hawve little to no security

relevance and are hard to parse or analyze. Also, the volume of
thesze avents is typically very high.

There is no recommendation to enable this subcategory, unless
you know exactly what you need to monitor at the Kernel cbjects
level.

Audit Other Object Access Events o

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments
Domain Yes Yes Yes Yes We recommend Success auditing first of all because of
Controller scheduled tasks events.
We recommend Failure auditing to get events about
possible ICMP DoS attack.
Member Yes Yes Yes Yes We recommend Success auditing first of all because of
Server scheduled tasks events.
We recommend Failure auditing to get events about
possible ICMP DoS attack.
Workstation Yes Yes Yes Yes We recommend Success auditing first of all because of

scheduled tasks events.
We recommend Failure auditing to get events about
possible ICMP DoS attack.
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Audit Registry o

Comments

We strongly recommend that you develop a Registry Objects
Security Monitoring policy and define appropriate SACLs for
registry objects for different operating system templates and
rales. Do not enable this subcategory if you have not planned
how to use and analyze the collected information. It is also
important to delete non-effective, excess SACLs. Otherwise the
auditing log will be overloaded with useless information.
Failure events can show you unsuccessful attempts to access
specific registry objects.

Consider enabling this subcategory for critical computers first,
after you develop a Registry Objects Security Monitoring policy
for them.

Audit Removable Storage o

General Stronger Stronger
Failure Success Failure
Yes Yes Yes

Yes Yes Yes

Yes Yes Yes

Yy

Comments

This subcategory will help identify when and which files or folders
were accessed or modified on removable devices.

It is often useful to track actions with removable storage devices
and the files or folders on them, because malicious software very
often uses removable devices as a method to get into the system.
At the same time, you will be able to track which files were written
or executed from a removable storage device,

You can track, for example, actions with files or folders on USB
flash drives or sticks that were inserted into domain controllers or
high walug servers, which is typically not allowed.

We recommend Failure auditing to track failed access attempts.
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Audit SAM .

Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain - - - - There is no recommendation for this subcategory in this

Controller document, unless you know exactly what you need to monitor at
Security Account Manager level.

Member - - - - There is no recommendation for this subcategory in this

Server document, unless you know exactly what you need to monitor at
Security Account Manager level.

Workstation - - - - There is no recommendation for this subcategory in this

document, unless you know exactly what you need to moniter at
Security Account Manager level.

Audit Central Access Policy Staging e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments
Domain IF MNo IF No IF - Enable this subcategory if you need to test or troubleshoot
Controller Dynamic Access Control Froposed Central Access Policies.
This subcategory doesn't have Failure events, so there is no
recammendation to enable Failure auditing for this subcategory.
Member IF No IF No IF - Enable this subcategory if you need to test or troubleshoot
Server Dynamic Access Control Proposed Central Access Policies.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.
Workstation IF Mo IF Mo IF - Enakle this subcategory if you need to test or troubleshoot

Dynamic Access Control Proposed Central Access Policies.
This subcategory doesn't have Failure events, so there is no
recammendation to enable Failure auditing for this subcategory.
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Policy Change.vy

Audit Policy Change o

Comments

Almost all events in this subcategory have security relevance and
should be monitored.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Almost all events in this subcategory have security relevance and
should be monitored.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Almost all events in this subcategory have security relevance and
should be monitored.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Audit Authentication Policy Change o

Stronger Stronger
Success Failure
Yes Mo

Yes Mo

Yes No

Y

Comments

On domain controllers, it is important to enable Success audit for
this subcategory to be able to get information related to
operations with domain and forest trusts, changes in Kerberos
policy and some other events included in this subcategory.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

On member servers it is important to enable Success audit for this
subcategory to be able to get information related to changes in
user logon rights policies and password policy changes.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

On workstations it is important to enable Success audit for this
subcategery to be able to get information related to changes in
user logon rights policies and password policy changes.

This subcategory doesn't have Failure events, so there is no

recommendation to enable Failure auditing for this subcategory.
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Audit Authorization Policy Change o

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain IF No IF No IF — With Success auditing for this subcategery, you can get

Controller information related to changes in user rights policies, or changes
of resource attributes or Central Access Pelicy applied to file
system olyjects.
However, if you are using an application or system service that
makes changes to system privileges through the
AdjustPrivilegesToken APl, we do not recommend Success
auditing because of the high volume of event "4703(5): A user
right was adjusted” that may be generated. As of Windows 10,
event 4703 is generated by applications or services that
dynamically adjust token privileges. An example of such an
application is System Center Configuration Manager, which makes
WMI queries at recurring intervals and quickly generates a large
number of 4703 events {with the WM activity listed as coming
from svchost.exe).
If one of your applications or services is generating a large
number of 4703 events, you might find that your event-
management software has filtering logic that can automatically
discard the recurring events, which would make it easier to work
with Success auditing for this category.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Member IF MNo IF MNo IF — With Success auditing for this subcategory, you can get

Server information related to changes in user rights policies, or changes
of resource attributes or Central Access Policy applied to file
system objects.
However, if you are using an application or system service that
makes changes to system privileges through the
AdjustPrivilegesToken APl we do not recommend Success
auditing because of the high volume of event "4703(5): A user
right was adjusted"” that may be generated. As of Windows 10,
event 4703 is generated by applications or services that

dynamically adjust token privileges. An example of such an
application is System Center Configuration Manager. which makes
WMI queries at recurring intervals and quickly generates a large
number of 4703 events (with the WMI activity listed as coming
from svchost.exe).

If one of your applications or services is generating a large
number of 4703 events, you might find that your event-
management software has filtering logic that can automatically
discard the recurring events, which would make it easier to work
with Success auditing for this category.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Workstation IF No IF No IF — With Success auditing for this subcategory, you can get
information related to changes in user rights policies, or changes
of resource attributes or Central Access Policy applied to file
system objects.

However, if you are using an application or system service that
makes changes to system privileges through the
AdjustPrivilegesToken APl we do not recommend Succass
auditing because of the high volume of event "4703(5): A user
right was adjusted” that may be generated. As of Windows 10,
event 4703 is generated by applications or services that
dynamically adjust token privileges. An example of such an
application is System Center Configuration Manager, which makes
WMI queries at recurring intervals and quickly generates a large
number of 4703 events (with the WMI activity listed as coming
from svchost.exe).

If one of your applications or services is generating a large
number of 4703 events, you might find that your event-
management software has filtering logic that can automatically
discard the recurring events, which would make it easier to work
with Success auditing for this category.

This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Yo
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Audit Filtering Platform Policy Change o

Computer General General Stronger Stranger

Type Success Failure Success Failure Comments

Domain - - - - This subcategory is outside the scope of this
Controller document.

Member - - - - This subcategory is outside the scope of this
Server document.

Workstation - - - - This subcategory is outside the scope of this

document,

Audit MPSSVC Rule-Level Policy Change o

Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain Yes Yes Yes Yes Success events shows you changes in Windows Firewall rules and

Controller settings, active configuration and rules after Windows Firewall
Service startup and default configuration restore actions.
Failure events may help to identify configuration problems with
Windows Firewall rules or settings.

Member Yes Yes Yes Yes Success events shows you changes in Windows Firewall rules and

Server settings, active configuration and rules after Windows Firewall
Service startup and default configuration restore actions.
Failure events may help to identify configuration problems with
Windows Firewall rules or settings.

Workstation Yes Yes Yes Yes Success events shows you changes in Windows Firewall rules and

settings, active configuration and rules after Windows Firewall
Service startup and default configuration restore actions.
Failure events may help to identify configuration problems with
Windows Firewall rules or settings.

Y#
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Audit Other Policy Change Events o

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain IF Yes IF Yes IF - We do not recommend Success auditing because of event

Controller “5447T: A Windows Filtering Platform filter has been changed™—
this event generates many times during group policy updates and
typically is used for troubleshooting purposes for Windows
Filtering Platform filters. But you would still need to enable
Success auditing for this subcategory if, for example, you must
monitor changes in Boot Configuration Data or Central Access
Palicies.
We recommend Failure auditing, to detect errors in applied
Security settings which came from Group Policy, and failure
events related to Cryptographic Next Generation (CNG) functions.

Member IF Yes IF Yes IF - We do not recommend Success auditing because of event

Server “5447: A Windows Filtering Platform filter has been changed™—
this event generates many times during group policy updates and
typically is used for troubleshooting purposes for Windows
Filtering Platform filtars. But you would still need to enable
Success auditing for this subcategory if, for example, you must
monitor changes in Boot Configuration Data or Central Access
Policies.
We recommend Failure auditing, to detect errors in applied
Security settings which came from Group Policy, and failure
events related to Cryptographic Mext Generation (CNG) functions.

Workstation IF Yes IF Yes IF - We do not recommend Success auditing because of event
"5447: A Windows Filtering Platform filter has been changed”
this event generates many times during group policy updates and

typically is used for troubleshooting purposes for Windows
Filtering Platform filters. But you would still need to enable
Success auditing for this subcategory if, for example, you must
monitor changes in Boot Configuration Data or Central Access
Policies.

Yy
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Privilege Us.A

Audit Non Sensitive Privilege Use o

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments
Domain No IF No IF We do not recommend Success auditing because the volume of
Controller events is very high and typically they are not as important as
events from Audit Sensitive Privilege Use subcategory.
IF = You can enable Failure auditing if you need information about
failed attempts to use non-sensitive privileges, for example,
SeShutdownPrivilege or SeRemoteShutdownPrivilege.
Member MNo IF Neo IF We do not recommend 5Success auditing because the volume of
Server avents is very high and typically they are not as important as
events from Audit Sensitive Privilege Use subcategory.
IF — You can enable Failure auditing if you need information about
failed attempts to use non-sensitive privileges, for example,
SeShutdownPrivilege or SeRemoteShutdownPrivilege.
Workstation MNo IF No IF We do not recommend Success auditing because the volume of

events is very high and typically they are not as important as
events from Audit Sensitive Privilege Use subcategory.

IF — You can enable Failure auditing if you need infarmation about
failed attempts to use non-sensitive privileges, for example,
SeShutdownPrivilege or SeRemoteShutdownPrivilege.

Audit Sensitive Privilege Use o

Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain Yes Yes Yes Yes We recommend tracking Success and Failure for this subcategory

Controller of events, especially if the sensitive privileges were used by a user
account.

Member Yes Yes Yes Yes We recommend tracking Success and Failure for this subcategory

Server of events, especially if the sensitive privileges were used by a user
account.

Workstation Yes Yes Yes Yes We recommend tracking Success and Failure for this subcategory

of events, especially if the sensitive privileges were used by a user
account.

YA
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Audit Other Privilege Use Events o

Computer General General Stronger Stranger
Type Success Failure Success Failure Comments
Domain Mo No No No This auditing subcategory doesn't have any
Controller informative events inside,
Member Mo No No No This auditing subcategory doesn't have any
Server informative events inside.
Workstation No No No No This auditing subcategory doesn't have any
informative events inside.
System Audit.a
Audit IPsec Driver o
Computer General General Stronger Stronger
Type Success Failure Success Failure Comments
Damain - - - - There is no recommendation for this subcategory in this
Controller document, unless you know exactly what you need to monitor at

IPsec Driver level.

Member - - - - There is no recommendation for this subcategory in this
Server document, unless you know exactly what you need to monitor at
IPsec Driver level.

Workstation - - - - There is no recommendation for this subcategory in this
document, unless you know exactly what you need to monitor at
IPsec Driver level.

Audit Other System Events o

Computer General General Stronger Stronger

Type Success Failure Success Failure Comments

Domain Yes Yes Yes Yes We recommend enabling Success and Failure auditing because

Controller you will be able to get Windows Firewall Service and Windows
Firewall Driver status events.

Member Yes Yes Yes Yes We recommend enabling Success and Failure auditing because

Server you will be able to get Windows Firewall Service and Windows
Firewall Driver status events.

Workstation Yes Yes Yes Yes We recommend enabling Success and Failure auditing because

you will be able to get Windows Firewall Service and Windows
Firewall Driver status events.

Y4
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Audit Security State Change e

Computer General General Stranger Stronger
Type Success Failure Success Failure Comments
Domain Yes Mo Yes No The volume of events in this subcategeory is very low and all of
Controller them are important events and have security relevance,
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.
Member Yes No Yes Mo The volume of events in this subcategory is very low and all of
Server them are important events and have security relevance.
This subcategory doesn't have Failure events, so there is no
recammendation to enable Failure auditing for this subcategory.
Workstation Yes No Yes No The volume of events in this subcategeory is very low and all of

them are important events and have security relevance.
This subcategory doesn't have Failure events, so there is no
recammendation to enable Failure auditing for this subcategory.

Audit Security System Extension e

Computer General General Stronger Stronger
Type Success Failure Success Failure Comments

Domain Yes Mo Yes Mo The main reason why we recommend Success auditing for this

Controller subcategory is "4697(5): A service was installed in the systam.”
For other events we strongly recommend monitoring a whitelist
of allowed security extensions (authenticated packages. logon
processes, notification packages, and security packages).
Otherwise it's hard to pull useful information from these events,
axcept event 4611 which typically should have "SYSTEM” as value
for “Subject” fisld.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.

Member Yes Mo Yes Mo The main reason why we recommend Success auditing for this
Server subcategory is "4697(5): A service was installed in the system.”
For other events we strongly recommend monitoring a whitelist
of allowed security extensions (authenticated packages. logon
processes, notification packages, and security packages).
Otherwise it's hard to pull useful information from these events,
except event 4611 which typically should display "SYSTEM” for the
“Subject” field.
This subcategory doesn't have Failure events, so there is no
recammendation to enable Failure auditing for this subcategory.

Workstation Yes Mo Yes Mo The main reason why we recommend Success auditing for this
subcategory is "4697(5): A service was installed in the system.”
For other events we strongly recommend monitoring a whitelist
of allowed security extensions (authenticated packages. logon
processes, notification packages, and security packages).
Otherwise it's hard to pull useful information from these events,
except event 4611 which typically should display "SYSTEM” for the
“Subject” field.
This subcategory doesn't have Failure events, so there is no
recommendation to enable Failure auditing for this subcategory.
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Audit System Integrity e

Comments

The main reason why we recommend Success auditing for this
subcategory is to be able to get RPC integrity viclation errors and
auditing subsystem errors (event 45612). However, if you are
planning to manually invoke "4518(S) A monitored security event
pattern has occurred”, then you alse nead to enable Success
auditing for this subcategory.

The main reason why we recommend Failure auditing for this
subcategory is to be able to get Code Integrity failure events,

The main reasen why we recommend Success auditing for this
subcategory is to be able to get RPC integrity violation errors and
auditing subsystem errors (event 45612), However, if you are
planning to manually invoke "4618(S) A monitorad security event
pattern has occurred”, then you alse nesd to enable Success
auditing for this subcategory.

The main reason why we recommend Failure auditing for this
subcategory is to be able to get Code Integrity failure events.

The main reason why we recommend Success auditing for this
subcategory is to be able to get RPC integrity violation errors and
auditing subsystem errors (event 45612), However, if you are
planning to manually invoke "4618(S): A monitored security event
pattern has occurred”, then you alse need to enable Success
auditing for this subcategory.

The main reason why we recommend Failure auditing for this
subcategory is to be able to get Code Integrity failure events.

Global Object Access Auditing .\

File System (Global Object Access Auditing) e

Registry (Global Object Access Auditing) e

A
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@ [Generated] - ESET SysInspector

ESET SYSINSPECTOR

Detail: Filtering: (@ mmmr—remm— Fine Find: | Find |
{Risk Level 1-9)
* Status Section: Important Registry Entries » Network

&[] Running processes Key Value CLsID Status i

Network Connections (

Important Registry Entries ™ Network 5: Unknown =
Standard Autostart » HKCUNSOFTWARE\Microsoft\Windows\CurrentVersio... S Unknown
Browser Helper Objects HKCUNSOFTWARE\Microsoft\Windows\CurrentVersio... ® 1: Fine
R IR ¥ HKCUNSOFTWARE\Microsoft\Windows\CurrentVersio... 5 Unknown
Shell Open Commands
Network Signature Client UrlCache MMF ... 5: Unknown
Shell Execute Hooks ¥ HKCUNSOFTWARE\Microsoft\Windows\CurrentVersio... 5 Unknown
Print Monitors CachePrefix ® 1 Fine
UEITE CacheLimit Ox13e67 (81511 5: Unknown
Protocols
Desktop ¥ HKCUASOFTWARE\Microsoft\Windows\CurrentVersio... 5 Unknown
Active Setup : CachePrefix Cookie 5 Unknown
ESET ! Cachelimit 0x2000 (8192) 5: Unknown
: Dr.nrers HKCUNSOFTWARE\Microsoft\Windows\CurrentVersio... @ 1: Fine
(- Microsoft Exchange

..l services ¥ HKCUNSOFTWARE\Microsoft\Wind ows\CurrentVersio... 5 Unknown -

-5 Drivers ‘| n | r

e[ Critical Files : o o

G- System Scheduler Tasks No item selected with file association.

(- System Information

B-lily File Details

@ About

Log Status ¥

Current Log:  [Generated]
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ESETSYSINSPECTOR

Detail: @ Filtering: (@ mmrr———— Finc Find: Find
i iltering T in in
Status Section: Running processes

B~ _'.- | Process Path PID Username |+

- Medinné procesy systému i
. System Running processes
- [B57 smss.exe b Nedinné procesy systému 0 L
[0 csrss.exe } System 4 1
H wininit. exe » E T 264
[0 csrss.exe L
.ﬂ T TanTEE Ell| * B csrss.ene 340
[0 services.exe » 851 wininit.exe 388
-[B2] Isass.exe b [B57] csrss.exe 400
{7 Ism. exe b n winlogon.exe 440
[0 svchost.exe =
;3 vboxservice.exe ' lﬂ Services.exe L
[0 svchost.exe m P 577 Isass.exe 492
..[B57 svchost.exe 4 v B Ism.exe 500
Iﬂ svchost.exe b D ST T 620
..[B5] svchost.exe
[i2] audiodg.exe 4 @ vboxservice.exe 684 -
..[B51] svchost.exe < 111} '
Iﬂ svchost.exe . ) X S
Mo item selected with file assaociation.
..[15] spoolsv.exa
Iﬂ taskhost.exe
Iﬂ svchost.exe
Iﬂ svchost.exe
[ filezilla server.exe i
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Current Log-  [Generated]
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& Microsoft Baseline Security Analyzer 2.3

s =} X
Microsoft Microsoft
e w : :
~ 2 ¥ Baseline Security Analyzer
Tasks Check computers for common security misconfigurations.
Scan a computer
Scan mutiple c = The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows Server 2012 R2, Windows 8.1, Windows Server 2012, Windows 8, Windows Server 2008 R2,
Ve security reperts Windows 7, Windows® Server 2003, Windows Server 2008, Windows Vista, or Windows XP. Scanning computers for security updates utilizes Windows Server Update Services. You must have

administrator privileges for each computer you want to scan.

WR§ Scen a computer

Check a computer using its name or IP Address.

About Mcrosoft Baselne
Security Analyzer

~'. Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

u View existing security scan reports
View, print and copy the results from the previous scans.

Microsoft Security Web site

© 2002-2013 Microsoft Corporation, Al rights reserved.
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Microsoft Baseline Security Analyzer 2.2 i

3
"1 Microsoft
©® ¥ Baseline Security Analyzer

Which computer do you want to scan?

Enter the name of the computer or its IP address.
omputsrame:

Security report name: |%0% - %C% (%T%)
%D% = domain, %C% = computer, %T% = date and time, %IP% = IP address
Options:
Check for Windows administrative vulnerabilities

heck for weak passwords
Check for IIS administrative vulnerabilities
heck for SQL administrative vulnerabilities
Check for security updates
O Configure computers for Microsoft Update and scanning prerequisites
[] advanced Update Services options:

Learn more about Scanning Options

Start Scan ” Cancel I
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Report Details for VCP - WIN-10-TEST (2016-08-29 09:47:35)
Security assessment:
Incomplete Scan (Could not complete one or more requested checks.)

Computer name: VCP\WIN-10-TEST

IP address: 192,168.56.1

Security report name: VCP - WIN-10-TEST (8-29-2016 3-47 AM)
Scan date: 8/29/2016 9:47 AM

Scanned with MBSA version: 2.3.2211.0

Catalog synchronization date: Security updates scan not performed

Sort Order: |Score (worst first) V
Windows Scan Results

Administrative Vulnerabilities

Score Issue Result

%] Automatic The Automatic Updates system service is not running.
Updates What was scanned How to correct this

v Password Some user accounts (4 of 7) have non-expiring passwords.
Expiration What was scanned  Resultdetails  How to correct this

0 Incomplete No incomplete software update installations were found.
Updates What was scanned

0 Windows Windows Firewall is enabled and has exceptions configured. Windows Firewall is enabled on all network connections.
Firewall What was scanned  Resultdetails  How to correct this

0 Local Account Some user accounts (2 of 7) have blank or simple passwords, or could not be analyzed.
Password Test  \What wasscanned  Result details

] File Sustem All hard drives (R) are 11sina the NTFS file svatem.
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AccessChk AccessEnum | AdExplorer | Adinsight | AdRestore | | Autologon | Autoruns | Bginfo | BlueScreen | CacheSet |
| ClockRes | Contig | Coreinfo | Ctrl2Cap | DebugView| | Desktops | Disk2vhd | DiskExt | DiskMon | DiskView | | Disk
Usage (DU) | EFSDump | FileMon | FindLinks | Handle | | Hex2dec | Junction | LDMDump | ListDLLs | LiveKd |

| LoadOrder | LogonSessions | MoveFile | NewSid | NotMyFault |

| NTFSInfo | PageDefrag | PendMoves | PipeList | PortMon | | ProcDump | Process Explorer | ProcFeatures | Process
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What’s New (November 19, 2017)

e Sysmon v6.20

e Whois v1.20

What’s New (September 11, 2017)

e Sysmonv6.10
e  Process Monitor v3.40

e Autoruns v13.80

What’s New (May 16, 2017)

e  ProcDump v9.0

What’s New (February 17, 2017)

e Sysmonvé6.”
e Autoruns v13.7
e AccessChk v6.1
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	برای به حداقل رساندن خطر چند تهدید امنیتی خاص، مدیر سیستم می تواند مراحل مختلف ممیزی را طی کند. مدیر سیستم می‌تواند رویدادها برای ممیزی را بر اساس مجموعه‌ای از تهدیدات خاص در محیط‌های متفاوت انتخاب کند. جدول زیر نمونه‌هایی از رویدادهای متفاوت است که م...
	 فعال کردن ممیزی شی
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