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SELECT * FROM employee
WHERE userid='112" and
Passsword="aaa’ OR '1'="l"

employee_id=112
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$ Var_sql="SELECT * FROM
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userld +“‘and password =*" +
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SELECT accounts FROM users WHERE login="abs’ Jboy
AND pass="123" AND pin=1 >
SELECT accounts FROM users WHERE login="" or 1=1
-- AND pass="" AND pin=
SELECT accounts FROM users WHERE login="" AND
pass="" AND pin= convert (int,(select top 1 name from
sysobjects where xtype="u"))
SELECT accounts FROM users WHERE login=""
UNION
SELECT cardNo from CreditCards where acctNo=10032
-- AND pass="" AND pin=
SELECT accounts FROM users WHERE login="doe’
AND pass=""; drop table users -- > AND pin=123
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Rename, drop, delete, insert, sSs LSs Y Sio
create, exec, update, union, " b
set, alter, database, and, or, C
information_schema,
load_file, select, shutdown,
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Where, table, like, select, RIS RRG £ S
update, and, or, set, in, having, SQL h
values, into, alter, as, create,
revoke, deny, convert, concat,
char, tuncat, any, asc, desc,
check, group by, order by,
delete from, insert into, drop
table, union, join
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Input:

QP «— Queries profile

C « number of clusters

x «user ID1

y < user ID2
Output:

Return malicious query
Begin

centers «— 2

J« 0 //initialize value of objective

m « 2 //degree of fuzzification
MQF« ExtractedMaliciousQueriesFeatures()
While J less than 3 do

// update centers:

centers «— updateCenter()

J «— computeJ(MQF,C,m)

//compute degree of membership for each user:

For each q € QP

For each f e MQF
MF « membershipfunction()
end

end // for 2 clusters compute distance MF of Query x:
If MF! < MF2

Query x is a Malicious quiery
end
end //of while
end //of Begin
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