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a)

BE0400000 mov esi, 000000004 ;< 2?7

8BDD mov ebx, ebp

B90C000000 mov ecx, 00000000C ;< ?”
81C088000000 add eax, 000000088 ; « &”

8B38 mov edi, [eax]

89BC8B18110000 mov [ebx] [ecx] * 4 [00001118] , edi
2BC6 sub eax, esi

49 dec ecx
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25 Back Door

26 Oligomorphism

27 Instruction Reordering
28 Register Swapping

29 Subroutine Permutation

30 Instruction Transformation
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Original Program

Instruction 1

Instruction 2
Instruction 3
Instruction 4
Instruction S

Instruction 6

First Modification

- Instruction 4

Instruction S
Jump
Start :
Instruction 1

Instruction 2

Second Modification

Start :

Instruction 1
Jump
Instruction 3
Instruction 4
Jump

Instruction 2

Jump

-

Jump

Garbage |
Instruction 3 Instruction S
— Jump

Instruction 6 <

Instruction 6

[YA] o5 Gl (ox8 5 Y lygtws gzl cud iy s -2 S

XOR Reg, -1 --> NOT Reg
SUB Mem, Imm -—> ADD Mem, -Imm
XOR Reg, 0 ---> MOV Reg, 0
ADD Reg, 0 -—> NOP

AND Mem, 0 -—> MOV Mem, 0
XOR Reg, Reg -—> MOV Reg, 0
SUB Reg, Reg -—> MOV Reg, 0
AND Reg, Reg --> CMP Reg,0
TEST Reg, Reg -—> CMP Reg,0
LEA Reg, | Imm | -—-> MOV Reg, Imm
MOV Mem, Mem -—> NOP

LVA] 05" 3lumte sl g, 5l (o elygims S a0 SG a5 Jal -V s
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a)

BE04000000 mov esi, 000000004 ;< ?7
8BDD mov ebx, ebp

B90C000000 mov ecx, 00000000C ;= 7?7
81C088000000 add eax, 000000088 ;« &~

8B38 mov edi, [eax]

89BC8B18110000 mov [ebx] [ecx] * 4 [00001118] , edi
2BCé sub eax, esi

49 dec ecx

b)

BB04000000 mov ebx, 000000004 ;= 2?7
8BCD mov ecx, ebp

BF0C000000 mov edi, 00000000C ;* 27
81C088000000 add eax, 000000088 ;« &

8B30 mov esi, [eax]

89B4B920110000 mov [ecx] [edi] * 4 [00001120] , esi
2BC3 sub eax, ebx

4F dec edi

IVA] S 6 5boptes sosis, 5 (S bl adgles -A S

Generation #0 Generation #1
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