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Multiple Vulnerabilities in Treck IP Stack Affecting Cisco

Products: June 2020 (Critical) ! yxs
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CVE-2020-11896 & 2] duoliis

CVE-2020-11897
CVE-2020-11898
CVE-2020-11899
CVE-2020-11900
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CVE-2020-11902
CVE-2020-11903
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Cisco ASR

5000 Series Routers
21.5.27 (31-Jul-2020)
Cisco ASR 5500
21.20.2 (31-Jul-2020)
21.14.22 (31-Jul-2020)
21.5.27 (31-Jul-2020)
21.11.15 (31-Jul-2020)
Cisco Virtual Packet Core
21.11.15 (31-Jul-2020)
21.20.2 (31-Jul-2020)
21.14.22 (31-Jul-2020)
21.5.27 (31-Jul-2020)

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ci
sco-sa-treck-ip-stack-JyBQ5GyC

Cisco Small Business RV110W Wireless-N VPN Firewall Static

(Critical) !y

Default Credential Vulnerability
Small Business RV110W ,o SCsbiwl 5,8 i liel 6 pdoamwl

S Wireless-N VPN Firewall

olye

CVE-2020-3198
CVE-2020-3258
CWE-119

Base — 9.8

CVSS Score



https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-treck-ip-stack-JyBQ5GyC
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-treck-ip-stack-JyBQ5GyC
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Telnet Cisco Small Business RV110W Wireless- gy ;0 (5 3ol e
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Cisco Small Business RV110W Wireless-N VPN Firewall firmware
releases earlier than Release 1.2.2.8.

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/
cisco-sa-rv110w-static-cred-BMTWBWTY
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Cisco Small Business RV110W, RV130, RV130W, and RV215W
Routers Management Interface Remote Command Execution

(Critical) Iy

Vulnerability
Small BUSiness g, <o paw Laly ;o 590 ol 5l jgws sl (6 i ol

s RV110W, RV130, RV130W, RV215W

olye

CVE-2020-3323

CWE-119

Base 9.8 CVSS Score

Final 1.0 e
CSCvr97864 st Lty
CSCvr97884 )
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RV110W Wireless-N VPN Firewall

RV130 VPN Router

RV130W Wireless-N Multifunction VPN Router
RV215W Wireless-N VPN Router

https://tools.cisco.com/security/center/content/CiscoSecurityAdviso
ry/cisco-sa-rv-rce-AQKREQp

J—" °‘)

Cisco RV110W, RV130, RV130W, and RV215W Routers

Authentication Bypass Vulnerabilit (Critical) Sl y>=
RVII0W, RVI30, sloys, causailol 08 90 sy sis
5w RV130W,RV215W
CVE-2020-3144 6 o] Al
CWE-284 :
Base 9.8 CVSS Score
Final 1.0 A
CSCvr96247 oSl ek
CSCvr96252
CSCvr96256 S



https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-rce-AQKREqp
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-rce-AQKREqp
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Authentication Bypass 536
] )6
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RV110W Wireless-N VPN Firewall

RV130 VPN Router

RV130W Wireless-N Multifunction VPN Router
RV215W Wireless-N VPN Router

https://tools.cisco.com/security/center/content/CiscoSecurityAdviso
ry/cisco-sa-rv-auth-bypass-cGvOEruZ
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Cisco RV110W and RV215W Series Routers Arbitrary Code
Execution Vulnerability

(Critical) Iy

RVI10W 5 RV215W (¢, sla g, , olgmds oS glyz (g iyl

Olye
PLOW
CVE-2020-3331 ] ey
CWE-119 ’

Base 9.8 CVSS Score

Finall.0 A

CSCvs50861 slst awlils
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Arbitrary Code Execution Sl
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RV110W Wireless-N VPN Firewall releases earlier than Release
1.2.2.8

RV215W Wireless-N VPN Router releases earlier than
Release 1.3.1.7

https://tools.cisco.com/security/center/content/CiscoSecurityAdviso
ry/cisco-sa-code-exec-wH3BNFb
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Cisco Prime License Manager Privilege Escalation Vulnerability

(Critical) Iy
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CVE-2020-3140
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CWE-255

Base 9.8 CVSS Score

Finall.0 FEIW
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CSCvq97227

§S s
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Cisco Prime License 581 o 5 g o pae Loy 10 39350 (5 iyl Sloosgs

Cisco PLM Software
10.5(2)SU9 and earlier
11.5(1)SUG6 and earlier
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https://tools.cisco.com/security/center/content/CiscoSecurityAdviso |
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https://tools.cisco.com/security/center/publicationListing.x



https://tools.cisco.com/security/center/publicationListing.x?product=Cisco&last_published=2020%20Jun&sort=-day_sir#~Vulnerabilities

