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Dropped legitimate
application

O

_
LAN shared directory User downloads
with infected application and runs dropper
Executes commands
Spreads itself after HTTP status 402
to plugged devices “Payment Required”
e
Dropped 32- Control server with
or 64-bit Trojan HTTP statuses sent

as commands to target
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HTTP status RFC status meaning Corresponding command functionality
200 OK Send collected target data to C2 with current tickcount
. This status is the signal to process received (and stored in

402 Payment Required )

binary flag) HTTP statuses as commands

. Uninstall. Delete COM-hijacking persistence and

422 Unprocessable Entity (WebDAV) R :

corresponding files on disk

Install. Create COM-hijacking persistence and drop
423 Locked (WebDAV) N .

corresponding files to disk
424 Failed Dependency (WebDAV) Fingerprint target. Send host, network and geolocation data

) Get new command into IEA94E3.tmp file in 2TEMP%, decrypt

427 Undefined HTTP status

and execute appended command
428 Precondition Required Propagate self to USB devices on target
429 Too Many Requests Enumerate network resources on target

C2 HTTP status code descriptions, including installation, USB propagation, fingerprinting, etc.
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Preparation stage

— —
Anti-analysis: Anti-detection: Escalate privileges Decrypt and decompress
dynamically resolve check for security configuration data
function addresses products, get launch
process

Multi-thread working cycle

—_—
Set hooks to get Monitor Get HTTP statuses Control server with
keystrokes plugged devices from C2 and process HTTP statuses sent
and window titles them after HTTP 402 as commands to target
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