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@ SERVICE PROVIDER EXPERIENCED THREATS @ SERVICE PROVIOER CONCERNS

D0oS ATTACKS

INFRASTRUCTURE OUTAGES
Partial or complete due to equipment
failures or misconfigurations

&— Infrastructure outages

reclaimed its second spot
BANDOWIOTH SATURATION

Streaming, over-the-top services,
unigue events, flash crowds

in the list this year, with a
14% jump in the proportion
of service providers

reporting this concern.
ROUTE HIJACKING

COMPROMISE OF
MANAGEMENT NETWORK

PEER GAMING
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NetFlow-based analyzers BO% — _s
[e.g., Arbor 5F) i
SNMP-based tools 2
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Firewall logs 0% —
I0S/IPS
Inline DDoS detection/mitigation 50% —

system [e.g., Arbar APS]
Customer call/help desk ticket
In-house developed scripts/tools 50% —

Routing analysis and anomaly
detection tools
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1%
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Security information and event

management [SIEM] platfarms

Service assurance/monitoring 30% —

solutions

Cloud-based third party services

Other 20% —
10% —
0% —
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800 — This represents a decrease over 2016, —— )

which to some degree is a surprise given
the latent capability within some of the

- weaponized 0DoS services and botnets

currently active across the internet.
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70%
End-User/Subscriber

41%

Financial Services

Manufacturing

39%
Cloud/Hosting
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