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1999 1
¥ 2000 1
M 2001 1
M 2002 1
2003 4
2004 1
2005 8
M 2006 6
M 2007 23
I 2008 27
2009 25
M 2010 29
M 2011 18
M 201232
2013 18
2014 17
2015 15
M 2016 21
M 2017 56
12018 45
2019 30
¥ 2020 57
M 2021 76
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Vulnerabilities By Type
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99
58
50
33 38
I 6

" Overflow 50

B Denial of Service 99
B Execute Code 112
™ Gain Privilege 58

M xss 33
CSRF 6

Gain Information 38

[] Memory Corruption 8

[] Directory Traversal 20

Bypass Something 19

20 19
8 . 2 4 Http Response Splitting 2
] Sql Injection 4
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Distribution of all vulnerabilities by

Vulnerability Distribution By CVSS Scores

5303

3565 3481

2606
1834

1250 1179

234 93 120 l
-_ I

CVSS Scores
CVSS Number Of
Score Vulnerabilities|| o o' 29¢
234 1.20
93 0.50
1250 6.40
1834 9.20
5303 27.00
3565 18.10
3481 17.70
2606 13.30
120 0.60
1179 6.00
Total 19665

Weighted Average CVSS Score: 6

CVSS Score Ranges
o1
W12
W3
3-4
4.5
5-6
6-7
78
Mag
Moo

D
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Spring by VMware Remote )gua) 2021/02/23 |CVE-2021-22112
The vSphere Web Client (FLEX/Flash)| Remote &g 7.5 2021/11/24 |CVE-2021-22049
VMware vCenter Server Local &)guay 79 2021/9/23 |CVE-2021-22015
VMware Cloud Foundation -
VMware vCenter Server Remote &)quay 2021/9/23 |CVE-2021-22014
VMware Cloud Foundation Exec Code g4
VMware vCenter Server Remote &)quay 75 9021/9/23 |CVE-2021-22005
VMware Cloud Foundation Exec Code g4 '
VMware Workspace ONE Access
(Access)
VMware vRealize Automation (vRA) -
VMware Cloud Foundation
vRealize Suite Lifecycle Manager
VMware Tools for Windows
VMware Remote Console for Local &g 92021/6/23 | CVE.2021.21999
Windows Exec Code g4 [
VMware App Volumes
(AppC) Bypass g¢
VMware vCenter Server Remote &)g.a 2021/5/26 |CVE-2021-21986
VMware Cloud Foundation ;
VMware vCenter Server Remote &)quay 2021/5/26 |CVE-2021-21985
VMware Cloud Foundation Exec Code g4
VMware vRealize Business for Cloud| ReMOte &g 2021/5/26 | CVE-2021-21984
Exec Code g4
VMware vRealize Operations Remote
VMware Cloud Foundation e 2021/3/31 |CVE-2021-21983
vRealize Suite Lifecycle Manager
VMware View Planner Remote <50, 2021/3/3 |CVE-2021-21978

Exec Code ggs
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VMware ESXi
VMware vCenter Server
VMware Cloud Foundation

Remote & quay
Exec Code gg5

Spring by VMware

Remote &)quay
Exec Code gg

VMware Workspace One Access
(Access)

VMware Workspace One Access
Connector (Access Connector)
VMware Identity Manager (vIDM)
VMware Identity Manager
Connector (vIDM Connector)
VMware Cloud Foundation
vRealize Suite Lifecycle Manager

Remote &gy

VMware ESXi
VMware Workstation Pro / Player
(Workstation)
VMware Fusion Pro / Fusion (Fusion)
VMware Cloud Foundation

Local &g

l:&*u)h.u? 4> JLAMI @“)U

B dwlivd

2021/2/24

CVE-2021-21972

2020/7/31

7.5 ‘

CVE-2020-5413

2020/11/23

CVE-2020-4006

7.2 2020/11/20

CVE-2020-4005

VMware SD-WAN Orchestrator
(SD-WAN Orchestrator)

Remote &gy

7.5 2020/11/24

CVE-2020-4001

VMware ESXi
VMware Workstation Pro / Player
(Workstation)
VMware Fusion Pro / Fusion (Fusion)
NSX-T
VMware Cloud Foundation

VMware vCenter Server

Remote &)quas
Exec Code g4

2020/10/20

CVE-2020-3992

VMware Workstation Pro / Player
(Workstation)
VMware Fusion Pro / Fusion (Fusion)
VMware Horizon Client for Windows

VMware Remote Console for Windows

Local &g
Exec Code ggi

7.2

2020/3/16

CVE-2020-3947
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2017 2021
AD1:2017-Injection A A01:2021-Broken Access Control
AD2:2017-Broken Authentication . -—%.-—-—} A02:2021-Cryptographic Failures
AD3:2017-Sensitive Data Exposure — = A03:2021-Injection
A04:2017-XML External Entities [XXE) /‘},/ (New) AD4:2021-Insecure Design
AD5:2017-Broken Access Control ~ :‘}_ = A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration —_— h ‘x”___.?' A06:2021-Vulnerable and Outdated Components
AD07:2017-Cross-Site Scripting (XS5) L A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization = - {Mew) ADB:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities = > A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring — (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey
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. Broken Access Control

. Cryptographic failures

Injection

Insecure design

. Security Misconfiguration

. Vulnerable and outdated components

. Identification and authentication failures
. Software and data Integrity failures

. Security logging in monitoring failures

0. Server-side request forgery
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Server-Side Request Forgery
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o o3l dewgi (ol vy L 4S5 QuilckscOpe )l
b Soid ladolepimmw 59y 12 e Cobls (ol
Windows jl eslaiwl U 1) jlol gl pled s ¢aizxon 31>
Sl ol 35S =l Ve 593009 5 d9=>g0 Subsystem Linux
S (uuSgid Gosdug (bl sledld Susbiowl LT (sl
Ll ool (o= lido (539,31 glogduSalyl (bzre 9
23 (i OleMbol 30lgi 0 ;)8 1ol ol 51 eslasiwl

38l sy SoSiituo slaylé Ly alayl,

il el 1S e b ) Dlge olgise il ol 5l eslaiuwl b

wlocuS ¢ Sl 69,0 4S Cawl Lo ol coad gl DLL ool o
30 3)90 0L sladgile g 35S 3gbly o5 JSub 4 o APl 3 ol #
..))Sk_ua.l. .bol Lm.‘.s/ 9Lm ;.-..

loJuoal g IP (sl w,dT (URL (gla )T
29,3l slogduSabl oslaiwl 3590 slojemxo o

git clone https://github.com/CYB3RMX/Qu1lckscOpe.git lo B sladig;dl e
cd QulckscOpe 3593 3,190 g

pip install -r requirements.txt

root@kali: ~/QulckscOpe

~fQuilckscope

Dockerfile LICENSE qulcksc@pe.py README.md requirements.txt

-] ~/Qu1ckscﬁpe
1 1

N o:; < . o/
Collecting apkid
Downloading apkid-2.1.2
Reguirement already i 3 es (from -r require
Requi

.. QulckscOpe
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Lol

S0 (S 393 0BinleiT (59, 2 1y (gi9302g (bl Jal8 S al

SuspiciousFiles.exe - Properties

General Emblems Permissions
SuspiciousFiles.ex

W 0 e
. K SuspiciousFiles.exe

Kind: DOS/Windows executable
OpenWith: [ Engrampa Archive Manager ~

Location: [home/kali/Documents

Modified: 06/09/2019
Accessed: Today

Size: 2.6 MiB (2,721,168 bytes)

255 bzl 50) hgiws olgise Sai 3)90 1 w9 L1l bzl gl

python3 quickscOpe.py --file /home/kali/Documents/SuspiciousFiles.exe --analyze

.3)5 030lin (A Axdw 9 Ax0 C)ﬂD)%j Hobal > L3I93L5° Iy Olygiws 9> )|L51Z:%g

root@kali: ~/QulckscOpe

File Actions Edit View Help

-] ~/Quilckscope
gulcksc@pe.py /home/kali/Documents/SuspiciousFiles.exe

< This tool is very dangerous. Be careful >
< while using it!! >

& Mr. Virus

Analyzing: /home/kali/Doc
Target 05: Windc

Functions or Strings about Registry Address

—_— e — 5
——— e - —

QulckscOpe

o —— e —




b

root@kali: ~/GQulckscOpe
File Actions Edit View Help

+

+
Functions or Strings about File | Address

+

+
+

| Functions or Strings about P Address

root@kali: ~/QulckscOpe
File Actions Edit View Help

Functions or Strings about Process

Functions or Strings about Me Address

.. QulckscOpe




i root@kali: ~/QuickscOpe - O X
File Actions Edit View Help
2009 UTC

Time Date Stamp: Mon Jul 13 23:42:43 2009
+ + +
-——4
| Section Name | Virtual Size | Virtual Address | Size Of Raw Data | Pointer to Raw Data |

+

+ + + + + +

| .text | BOxaaelk | 0x1000 | Bxacdd | Dx400 |

| .data |  8x225c | 0%C000 | 0%600 | 0=bo00 |

.TSIC | 8x28b00D | oxfoon | 0x28aad0 | 2xb600 |

.reloc | oxdos | 0%292000 | 0%e00 | 0%296000 |

+ * +

=

— Statistics for: /home/kali/Documents/SuspiciousFiles.exe

+ + +
| Categories | Number of Functions or Strings |
+ + +
All Functions 93
Registry 7
File 22
Process 12 |
Memory Management g
D11/Resource Handling 8
Evasion/Bypassing
System/Persistenc
formation Gatheri
Other/Unknown

1S Joe ) S 4 pleie a6 sz 5T Gl

python3 quilckscOpe.py --multiple FILE1 FILE2 FILE3

python3 qulckscOpe.py --file suspicious_file --hashscan
Ui §llad g 35S o gz 395 0313 6B 3 1) SoeSuine Jo8 1 63l Cowss G il (w0 E95 ¢l 5o

= reot@kali: ~/QulckscOpe =
File Actions Edit View Help
1.64kKB [@B:01, 996KB/s]

® ~/Quilckscope
DYy 3 gulcksc@pe.py /home/kali/Documents/SuspiciousFiles.exe

One day Windows will be MALWAREPROOF ...

Just kidding XDD

Total Hashes:

File Name: /
Target Hash:

@

o OUlescope Target hash is not in our database.
Try —analyze and --vtFile instead.



@l root (5,2, Clus 4y (oupiwd (s 0 4 L 20iS (0 oslaiiwl puSgiad (B 3232 gladsus jl 45 (J)g0 5o
239 dzlgo joy JSb 4 (e U jgiwd ol gha! ! She cawl 050 39320 Lol

£ root@kali: ~/QulckscOpe
File Actions Edit View Help

Downloading signature database please wait ...

e ~/Quilcksclpe
( 1y 1 ? gulcksc@pe.py fhome/kali/Documents/SuspiciousFiles.exe

This tool is very dangerous. Be careful
while using it!!

weon o s

— Mr. Virus

mkdir: cannot create directory ‘/home/root/sc@pe_Base/': No such file or directory
Local signature database not found.
= Would you like to download it [Y/n]?: vy

Downloading signature database please wait ...

e =y ol sl o5 jgal sile Modules (g,9-i5,05 )3 |) hashScanner.py Jo lgd 0 JSino 2l J= (5102
IS 3o s ol kali Ll ) aS olgsds (6 0)8 pU <4 {username}

- root@kali: ~/QulckscOpe/Modules
File Actions Edit View Help

GNU nano 5.2 hashScanner.py
sc@pe_path "r").read()

homeD = "/home"
sys.platform = "darwin":
homeD = "/Users"”

os.path.exists{(f"{homeD}/kali/scépe_Base/"):
os.system(f"mkdir {homeD}/kali/sc@pe_Base/")

install_dir = f"{homeD}/kali/sc@pe_Base"

():

os.path.isfile(f"{install_dir}/HashDB.json") = :
print{f"{errorS} Local signature database not found.")
choose = str{input(f"{green}=*{white} Would you like to download it [Y/n]Z: "))

choose = "Y" choose = "y":

local_database = f"{install_dir}/HashDB.json"

dbUrl = "https://raw.githubusercontent.com/CYB3RMX/MalwareHashDB/main/HashDB.json"

req = requests.get(dbUrl, stream= )

total_size = int(req.headers.get('content-length’', @))

block_size = 10824

wrote = @

print{f"\n{info5} Downloading signature database please wait...")

open(local_database, "wb') f:
data tgdm(req.iter_content(block_size), tctal:math.ceil(total_size//bla
wrote = wrote + len(data)

@

.. QulckscOpe
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v o m oo gy

" IU
Search Q -

_

Gallery

QuilckscOpe jlil (53,18 sloyings |

Jg..i.ul.) '))'-’JIS

python3 quilckscOpe.py - -folder FOLDER --hashscan 651> S0 39290 o2l e (o)
python3 quickscOpe.py - -file suspicious_file --vtFile  VirusTotal cylw sle,gige I oslsiwl b a8 (o),
python3 qulckscOpe.py - -file suspicious_document --docs bl (a2

python3 quickscOpe.py - -file suspicious_executable --lang o3 o3laiwl (ungidelpn ol assis

python3 quickscOpe.py --file suspicious_file --domain 2l BB Sl lodinls 2l

Wl o2l )3 39290 slagaidiuws

- Registry - System/Persistence

- File - COMObject

- Networking/Web - Cryptography

- Process - Information Gathering
- DW/Resource Handling - Keyboard/Keylogging
- Evasion/Bypassing - Memory Management

Il.‘ QulckscOpe
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Proxy > Intercept tab And click Open Browser
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Proxy > Intercept tab
! L‘).Jbg) Jg,uu as C):‘!' )’| QLi,go.lo|

Intercept tab
Dol s0 031 Ginled I ¢l Hd duabo g mwg

Forward button
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Intercept is on/off button
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Target > Site map tab
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