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Fortinet CVE 2018-13379
F5- Big IP CVE 2020-5902
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Microsoft CVE-2017-11882
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Microsoft Exchange: CVE-2021-26855, CVE-2021-26857, CVE-2021-26858, and CVE-2021-27065
Pulse Secure: CVE-2021-22893, CVE-2021-22894, CVE-2021-22899, and CVE-2021-22900
Accellion: CVE-2021-27101, CVE-2021-27102, CVE-2021-27103, CVE-2021-27104

VMware: CVE-2021-21985

Fortinet: CVE-2021-13379, CVE-2020-12812, and CVE-2019-5591
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Citrix Netscaler Directory Traversal (CVE-2019-19781)
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Citrix: Mitigation Steps for CVE-02019-19781
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Citrix ADC and Gateway 12.1,12.0,11.1,10.5, and 3.01
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Pulse Secure Pulse Connect Secure (PCS) 8.2 before 8.2R8.3 ,12.1 before
8.3R7.1, and 9.0 before 9.0R3.4 are vulnerable.
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BIG-IP (LTM, AAM, Advanced WAF, AFM, Analytics, APM, ASM, DDHD,
DNS, FPS, GTM, Link Controller, PEM, SSLO, CGNAT) ,15.0.1-15.0.0,15.1.0
12.1.5-12.1.0,13.1.3-13.1.0,14.1.2-14.1.0, and 11.6.5-11.6.1 are
vulnerable.
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Fortinet FortiOS 6.0.0 to 5.6.3 ,6.0.4 to 5.6.7, and 5.4.6 to 5.4.12 are
vulnerable.
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https://github.com/Blazz3/cve2018-13379-nmap-script/blob/master/http-vuln-cve2018-13379.nse
https://github.com/purplesecmx/nmapscripts/blob/master/CVE-2018-13379.nse

Microsoft Exchange Memory Corruption (CVE-2020-0688)
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https://media.defense.gov/2020/Jun/0/1-/1-/2002313081/09/CSI-
DETECT-AND-PREVENT-WEB-SHELL-MALWARE20200422-.PDF
https://github.com/nsacyber/Mitigating-Web-Shells

Microsoft Exchange Server 2019 Cumulative Update 3 and 2016 ,4 Cumulative
Update 14 and 2013 ,15 Cumulative Update 23, and 2010 Service Pack 3
Update Rollup 30 are vulnerable.
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https://media.defense.gov/2020/Jun/09/2002313081/-1/-1/0/CSI-DETECT-AND-PREVENT-WEB-SHELL-MALWARE-20200422.PDF
https://media.defense.gov/2020/Jun/09/2002313081/-1/-1/0/CSI-DETECT-AND-PREVENT-WEB-SHELL-MALWARE-20200422.PDF
https://github.com/nsacyber/Mitigating-Web-Shells
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2020-0688
https://www.cyber.gov.au/acsc/view-all-content/alerts/active-exploitation-vulnerability-microsoft-internet-information-services
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2020-0688
https://nvd.nist.gov/vuln/detail/CVE-2020-0688

Mobilelron Core & Connector (CVE-2020-15505) awlid g ylgic
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Mobilelron Core & Connector versions 10.3.0.3 and earlier, ,10.4.0.0
10.5.2.0,10.5.1.0,10.4.0.3 ,10.4.0.2 ,10.4.0.1, and 10.6.0.0; Sentry
versions 9.7.2 and earlier and 9.8.0; and Monitor and Reporting Database
(RDB) version 2.0.0.1 and earlier are vulnerable.
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https://www.ivanti.com/blog/mobileiron-security-updates-available
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2020-15505
https://www.ivanti.com/blog/mobileiron-security-updates-available
https://nvd.nist.gov/vuln/detail/CVE-2020-15505

Microsoft Office Memory Corruption (CVE-2019-11882)
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Microsoft Defender Antivirus. Windows Defender: (Jold jgaing (simiol (slo)lhl
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IS (50 88) 9 LSS |y (5 el

Microsoft Office 2007 Service Pack 3, Microsoft Office 2010 Service Pack
2, Microsoft Office 2013 Service Pack 1, and Microsoft Office 2016 are
vulnerable.
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https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2017-11882
https://support.microsoft.com/en-us/topic/how-to-disable-equation-editor-3-0-7e000f58-cbf4-e805-b4b1-fde0243c9a92
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2017-11882
https://www.kb.cert.org/vuls/id/421280
https://nvd.nist.gov/vuln/detail/CVE-2017-11882
https://us-cert.cisa.gov/ncas/analysis-reports/ar20-133e

WebDAV vulnerability (CVE-2019-3396)
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ALl versions of Confluence Server and Confluence Data Center before
version 6.6.12, from version 6.7.0 before 6.12.3 (the fixed version
for 6.12.x), from version 6.13.0 before 6.13.3 (the fixed version for
6.13.x), and from version 6.14.0 before 6.14.2 (the fixed version for
6.14.x) are vulnerable.
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https://confluence.atlassian.com/doc/confluence-security-advisory-2019-03-20-966660264.html
https://nvd.nist.gov/vuln/detail/CVE-2019-3396
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-3396

Telerik Ul for ASP.NET AJAX Insecure Deserialization (CVE-2019-18935) Al g lgie

6olwdb s slog39,9 gasuo Wjguody ASP.NET «, bogs o Telerik User Interface
(Ye¥eo N NNE) Yoo R1 5l Ju8 (sloass .auS 05 a8 SU las 3)lgo gl |y 05
BVEVIT- )g..\.‘).w_w]' PE-EWY )90 y9 g 5 593 ol) 5l a8 gl GMas a4 Cuw

(CVSS 3.0) (s

o=l _)_.\SUAJ )_;.149 [ oad ilwdUw losg)g iw,dy The Telerik Ul
i JS 0Ll Hlas 44 g 593 ol) 1S shal Oles el 3Slgi g0 (6 23yl
29w Caow @ HTTP POST 3o (84 do j1 4 rauPostData yiyuwl el .59 ) _
o=l S e eslasiwl AsyncUploadHandler pdscawl &b 1 390 Jluw)l BRIl ()
o o2l 9 3iS 50 eslaiwl JavaScriptSerializer.Deserialize() sio jl s b ) gU
9 »ilud deserialization siyl,8 e 1) 030 (g5lwlw (53959 Hlade (Sw)dy
SIS 09 LSl

Blue Mockbird Monero ¢ Netwalker Ransomware (g l3-8lsu (uueS o
AolesyS  eslasiwl  (gudyumwl ol I Cryptocurrency-mining

g 030Wie Suud ¢l o

(SVL g 2020.1.114 JBla>) osuid Bl)l dsemd 3T < Telerik Ul (Jlw)jo,a0 J3g3 LolS Jo ol

5> Telerik Ul 3y glo DLLS  Gausid (gl Jubygl ca ,Sawl Sy ACSC -
13 H9 0 j93329 slavlijue

3wl ol jls)ldp0, 20lad 929 6l 2L pdycwwl glogljme -Y

SY 3 Sl S (5300l ol Sl 6,1000,02 309 3504 (o)

g la Application Windows event log L 1IS a4 bbgy o HTTP (slacuuwlgs )
4 y2io Ygoso Telerik Ul (L8 (s 3yl 9 il ol 5 sl3000 -
Ll 0395 30wl (bjae (59, » web shell malware (s,133,L

Telerik Ul for ASP.NET AJAX versions prior to 2020.1.14 R1 are
affected.
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https://www.telerik.com/support/kb/aspnet-ajax/details/allows-javascriptserializer-deserialization
https://www.cyber.gov.au/acsc/view-all-content/advisories/advisory-2020-004-remote-code-execution-vulnerability-being-actively-exploited-vulnerable-versions-telerik-ui-sophisticated-actors
https://www.telerik.com/support/kb/aspnet-ajax/details/allows-javascriptserializer-deserialization
https://nvd.nist.gov/vuln/detail/CVE-2019-18935

Drupal Core Multiple Remote Code Execution (CVE-2018-7600)

Awliub g Ylgic

0ol p=lgo 4 8.5.1 I Ju8 9 8.4.6 | Jub 8.3.9 ;| Ju8 8.X (7.58 sloazxii
subsystems (i (59, ;2 JSno o2l AS [y a0 |y H9 ol jlelg)s a5 (gl
el H355,56 Jglasie by 0290k laginSe b

(CVSS 3.0) (Jlym

3w Drupal @4 bogy e subsystems ¢usiz 55 593 oly 51 S gl (g 3wl
6l oz 1,0 a3z polge 4S D9l oo Cuel Al ol )5 3929 8.X ¢ 7.X
Al albly (sS so 63wl Drupal (glguize Cag e plicwsw jl aS (glacule
3l ol 39900 CughiwS] ogd 0 ol JS L8l Hlasay dacly 4

90 g O3 )L upiw Sl ael Cal (e

R3] (o)

XMRig Monero Cryptocurrency g Muhstik botnet Joli (5,lj-815 slogymuaS
._x_ilo.s)S oslaiwl (S)J.).g\_a.uu’i o=l )| mining

g 03Wie Sud ¢l o

core8 | Drupal? o aSl)l aseus ¢p,3T 4 1381055 adeus <la5)l

32395 plals J= ol

5l a8 Gl &S (>l Il Sy Dan Sharvit BT (s p3ucuml ol Gaxsis gl
Al Gyt JB ) e Gl
https://qgithub.com/sl4cky/CVE-7600-2018-Masschecker/blob/
master/Drupalgeddon-mass.py

Drupal versions before 8 ,7.58.x before 8.4 ,8.3.9.x before 8.4.6, and
8.5.x before 8.5.1 are affected.
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https://github.com/sl4cky/CVE-2018-7600-Masschecker/blob/master/Drupalgeddon-mass.py
https://github.com/sl4cky/CVE-2018-7600-Masschecker/blob/master/Drupalgeddon-mass.py
https://www.drupal.org/sa-core-2018-002
https://groups.drupal.org/security/faq-2018-002
https://www.drupal.org/sa-core-2018-002
https://nvd.nist.gov/vuln/detail/CVE-2018-7600

Microsoft SharePoint Remote Code Execution (CVE-2019-0604) Awliud g lgic
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At the time of the vulnerability release, the following Microsoft
SharePoint versions were affected: Microsoft Sharepoint 2019,
Microsoft SharePoint 2016, Microsoft SharePoint 2013 SP1, and
Microsoft SharePoint 2010 SP2.
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https://www.cyber.gov.au/acsc/view-all-content/advisories/acsc-advisory-2019-125-targeting-microsoft-sharepoint-cve-2019-0604
https://media.defense.gov/2020/Jun/09/2002313081/-1/-1/0/CSI-DETECT-AND-PREVENT-WEB-SHELL-MALWARE-20200422.PDF
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2019-0604
https://www.cyber.gov.au/acsc/view-all-content/advisories/acsc-advisory-2019-125-targeting-microsoft-sharepoint-cve-2019-0604
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2019-0604
https://nvd.nist.gov/vuln/detail/cve-2019-0604
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Vulnerability

K Cross-Site Scripting (XSS) -

Server-Side Request Forgery (SSRF) -

Local File Inclusion (LFI) -
— SQL Injection (SQLi) -
Remote Code Execution (RCE) - [for GET and POST methods] -

Open Redirect -
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https://cert.uok.ac.ir/achievement_single.php?code=6128fe069364a4de9dbb26d21d425b2e8bed

[ Cross-Site Scripting (XSS) (g 33wl U ladie sla,iol)L < D

Top 25 XSS Dorks according to OpenBugBounty

?g={payload}
?s={payload}
?search={payload}
?i1d={payload}
?lang={payload}
?keyword={payload}
?query={payload}
?page={payload}
?keywords={payload}
?year={payload}
?view={payload}
?email={payload}
?type={payload}
?name={payload}
?p={payload}
?month={payload}
?immagine={payload}
?list_type={payload}
?2url={payload}
?terms={payload}
?categoryid={payload}
?key={payload}
?1={payload}
?begindate={payload}
?enddate={payload}
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[ Server-Side Request Forgery (SSRF) (g 33wl U lasiye (sleyiol,U < )

Top 25 Server-Side Request Forgery(SSRF) Dorks

. ?7dest={ }
. ?redirect={tarc

2uri=t }

.?path={target}

.2continue={

. ? I_J j.— —|_:{ 4 - 4 }

M :‘ I'u"'-I 1_ “ d [) '|_.'..|':{ }

0.?reference={t
.?site={

2. ?html={tarc
. ?2val={ }
.?validate={tar
. ?2domain={
.?callback={
.?2return={
. ?page={
. ?feed={
.?host={
. ?port={

12 Tto={t
.2out={

4., ?view={"
2dir={

Note: The
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[ Local File Inclusion (LF1) (g 33wl U lasise slo ol b < )

Top LFI (Local File Inclusion) Parameters
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[ SQL Injection (SOLI) (s pdyaml b lasise slasiohl )

Top 25 SQL Injection Parameters

?1d={payload}
?page={payload}
?dir={payload}
?search={payload}
?category={payload}
?2class={payload}
?file={payload}
2url={payload}
?news={payload}
?item={payload}
?menu={pay d

?2title={payl
?2view={paylo
?7topic={payload}
?thread={payl

?date={paylosc
?form={payload}
?join={payload}
?main={payload}
?nav={payload}
?2region={payload}
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Remote Code Execution (RCE) (s 333wl U lasise sloyiol b < )

Top

Remote Code Execution(

?cmd={payload}
?exec={payload}
?command={payload}
?execute={payload}
?ping={payload}
?query={payload}
?jump={payload}
?code={paylc
?reg={payl
?do={payload}
?func={payload}
?arg={payload}
?option={payload}
?load={payload}
?process={payload}
?step={payloac
?read={payload}
?function={payload}
?req={payload}
?feature={ /load}
?exe={payload}
?module={payload}
?payload={payload}
?run={payload}
?print={payload}
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[ Open Redirect (g 333wl U latiye (glayiol)b < )

Top Open Redirect Dorks

/{payload}
?next={payload}
2url={payload}
?target={payload}
?rurl={payload}
?dest={payload}
?destination={payload}
?redir={payload}
?redirect_uri={payload}
?redirect_url={payload}
?redirect={payload}
/redirect/{payload}
/cgi-bin/redirect.cgi?{payload}
/out/{payload}
/out?{payload}
?view={payload}
/login?to={payload}
?image_url={payload}
?go={payload}
?return={payload}
?returnTo={payload}
?return_to={payload}
?checkout_url={payload}
?continue={payload}
?return_path={payload}
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Automated pentest recon scanner
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Community
Scan Engine

$0

Community Updates

Command Lline (CLI)

scan engineScan

unlimited hostsUnlimited

workspacesCommunity

Github updatesCommunity

Github technical support

Professional
Snlper Professional V9.0
Command Execution Add-On V2.0
$420

VALN

et Varson 2.6

m>
Ul
a
2
7

JHerosecurity

Snlper SE v9.x scan engine updates
Self hosted solution
Full management and control via the web
UIModular design to allow for add-on modules
2 weeks of email support
Single user license
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(> USAGE )

[*] NORMAL MODE [*] MASS WEB SCAN MODE

sniper -t <TARGET> sniper -f targets.txt -m massweb

[*] NORMAL MODE + OSINT + RECON [*] MASS WEBSCAN SCAN MODE

sniper -t <TARGET> -0 -re sniper -f targets.txt -m masswebscan

[*] STEALTH MODE + OSINT + RECON [*] MASS VULN SCAN MODE

sniper -t <TARGET> -m stealth -o -re sniper -f targets.txt -m massvulnscan

[*] DISCOVER MODE [*] PORT SCAN MODE

sniper -t <CIDR> -m discover -w sniper -t <TARGET> -m port -p <PORT_NUM>

<WORSPACE_ALIAS>
[*] LIST WORKSPACES

[*] SCAN ONLY SPECIFIC PORT sniper --list
sniper -t <TARGET> -m port -p
<porthnum> [*] DELETE WORKSPACE

sniper -w <WORKSPACE_ALIAS> -d
[*] FULLPORTONLY SCAN MODE
sniper -t <TARGET> -fp [*] DELETE HOST FROM WORKSPACE
sniper -w <WORKSPACE_ALIAS> -t <TARGET> -dh
[*] WEB MODE - PORT 443 + 80 ONLY!
sniper -t <TARGET> -m web [*] GET SNIPER SCAN STATUS
sniper --status
[*] HTTP WEB PORT MODE
sniper -t <TARGET> -m webporthttp -p [*]1 LOOT REIMPORT FUNCTION

<port> sniper -w <WORKSPACE_ALIAS> --reimport
[*] HTTPS WEB PORT MODE [*] LOOT REIMPORTALL FUNCTION

sniper -t <TARGET> -m webporthttps -p  sniper -w <WORKSPACE_ALIAS> --reimportall
<port>

[*] LOOT REIMPORT FUNCTION
[*] HTTP WEBSCAN MODE sniper -w <WORKSPACE_ALIAS> --reload
sniper -t <TARGET> -m webscan

[*] LOOT EXPORT FUNCTION
[*] ENABLE BRUTEFORCE sniper -w <WORKSPACE_ALIAS> --export
sniper -t <TARGET> -b

[*] SCHEDULED SCANS

[*] AIRSTRIKE MODE sniper -w <WORKSPACE_ALIAS> -s

sniper -f targets.txt -m airstrike daily|weekly|monthly

[*] NUKE MODE WITH TARGET LIST, [*] USE A CUSTOM CONFIG

BRUTEFORCE ENABLED, FULLPORTSCAN sniper -c /path/to/sniper.conf -t <TARGET> -w
ENABLED, OSINT ENABLED, RECON <WORKSPACE_ALIAS>

ENABLED, WORKSPACE & LOOT ENABLED

sniper -f targets.txt -m nuke -w [*] UPDATE SNIPER

<WORKSPACE_ALIAS> sniper -u|--update

[*] MASS PORT SCAN MODE
sniper -f targets.txt -m massportscan
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C Sniper - Lluasi (Demonstration) Giules < )

358 Ll Jgos 3 b 25 g syl 42 15l caiad g 3901 (sl

#git clone https://github.com/1N3/Sn1per.git
#tcd Snilper

#tchmod +x install.sh

#./install.sh

S Lzl ) of Snilper juel Cauddge wuas jl Gus

root@kali: ~/sniper

File Edit View Search Terminal Help

sniper# sniper
Loaded configuration file from fusr/share/sniper/sniper.conf [OK
Loaded configuration file from /root/.sniper.conf [OK

o l Snlper v9

You need to specify a target or workspace to use. Type sniper --help for command usage.
T r#

2458 45 3)90 B30 5l OleMbl ()0l goz <4 g9,4b Snlper bzl uy

#tsniper cert.uok.ac.ir
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root@kali: ~/sniper

File Edit View Search Terminal Help

—
:~/sniper# sniper -t cert.uok.ac.ir -o -re

] Loaded configuration file from /usr/share/sniper/sniper.conf [O0K]

| Loaded configuration file from /root/.sniper.conf [0OK]

] Saving loot to /usr/share/sniper/loot/ [OK

] Scanning cert.uok.ac.ir [OK]

| Loaded configuration file from /usr/share/sniper/sniper.conf [OK]

] Loaded configuration file from /root/.sniper.conf [0K]

| Saving loot to /usr/share/sniper/loot/workspace/cert.uok.ac.ir [OK]
Scanning cert.uok.ac.ir [OK]

+ -- --=[https://xerosecurity.com
+ -- --=[Snlper v9.8 by @xerBdayz

This is the IRNIC Whois server v1.6.2.
Available on web at http://whois.nic.ir/
Find the terms and conditions of use on http://www.nic.ir/

il 03 03)01 1) )3 et ol o9, Sl (s

root@kali: ~/sniper

File Edit View Search Terminal Help

*] Searching Bing emall addresses from cert.uok.ac.ir
Extracting emails from Bing search results...
Searching Yahoo for email addresses from cert.uok.ac.ir
Extracting emails from Yahoo search results...
Located @ email addresses for cert.uok.ac.ir
Auxiliary module execution completed

uok.ac. cert.uok.ac.ir-crt.txt

uok.ac. cert.uok.ac.ir-projectsonar.txt

+x[2021-87-27

+x[2021-07-27]
uok.ac. cert.uok.ac.ir-full.txt

2 fusr/share/sniper/loot/workspace/cert.uok.ac.ir/domains/domains new-cert.uok.ac.ir.txt
cert.uok.ac.ir
www.cert.uok.ac.ir
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root@kali: ~/sniper

File Edit View Search Terminal Help

Starting Nmap 7.7@ ( https://nmap.org ) at 2021-87-27 02:28 EDT

Nmap scan report for cert.uok.ac.ir (172.16.34.27)

Host is up (0.8013s latency).

Not shown: 62 filtered ports

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 1.78 seconds

root@kali: ~/sniper

File Edit View Search Terminal Help

HTTP/1.1 200 OK

Date: Tue, 27 Jul 2821 06:28:22 GMT

Server: Apache

X-Frame-Options: SAMEORIGIN, SAMEORIGIN

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Set-Cookie: PHPSESSID=remmct3@mkodnrccih5cpoqrlk; path=/;HttpOnly;Secure
Set-Cookie: PHPSESSID=5bondikt2jq6u9001nvm647psm; path=/;HttpOnly;Secure
Content-Type: text/html; charset=UTF-8

HTTP/1.1 200 OK

Date: Tue, 27 Jul 2021 06:28:23 GMT

Server: Apache

X-Frame-Options: SAMEORIGIN, SAMEORIGIN

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Set-Cookie: PHPSESSID=ebovqi2s56m@qq5u7kfh5m3c9u; path=/;HttpOnly;Secure
Set-Cookie: PHPSESSID=drglk@ovils69te9k89nflj8lg; path=/;HttpOnly;Secure
Content-Type: text/html; charset=UTF-8
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root@kali: ~/sniper Q@ 0O
File Edit View Search Terminal Help

Starting Nmap 7.76 ( https://nmap.org ) at 282

NSE: Loaded 48 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 02:28

Completed NSE at ©2:28, 0.00s elapsed

Initiating NSE at 02:28

Completed NSE at 02:28, 0.80s elapsed

Initiating Parallel DNS resolution of 1 host. at 092:28

Completed Parallel DNS resolution of 1 host. at ©2:28, 0.00s elapsed
SYN Stealth Scan at 02:28

Scanning cert.uok.ac.ir (172.16.34.27) [1 port]

Discovered open port 443/tcp on 172.16.34.27

Scanning 1 service on cert.uok.ac.ir (172.16.34.27)

Completed Service scan at 02:28, 12.85s elapsed (1 service on 1 host)
NSE: Script scanning 172.16.34.27.

Initiating NSE at 02:2

Completed NSE at 02 .62s elapsed

Initiating NSE at @

Completed NSE at 02: elapsed

Nmap scan report for cert.uok.ac.ir (172.16.34.27)

Host is up (0.0027s latency).

rbONS record for 172.16.34.27: www.cert.uok.ac.ir

PORT STATE SERVICE VERSION
443/tcp open ssl/ssl Apache httpd (SSL-only mode)
| http-brute:
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