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VMware vCenter Server Improper Access Control Vulnerability
Hikvision Improper Input Validation Vulnerability
FatPipe WARP, IPVPN, and MPVPN Privilege Escalation vulnerability
Google Chrome prior to 81.0.4044.92 Use-After-Free Vulnerability
Microsoft Win32K Elevation of Privilege Vulnerability
Microsoft WinVerify Trust Function Remote Code Execution Vulnerability

Oracle WebLogic Server, Injection Vulnerabilitynerability

Synacor Zimbra Collaboration Suite Improper Restriction of XML Exter-
nal Entity Reference Vulnerability

Fortinet FortiOS and FortiProxy Improper Authorization Vulnerability
Fortinet FortiOS and FortiProxy Improper Authorization Vulnerability
Palo Alto Networks PAN-OS Remote Code Execution Vulnerability

Exim Mail Transfer Agent (MTA) Improper Input Validation Vulnerability

IBM WebSphere Application Server and Server Hy Server Hypervisor
Edition Remote Code Execution Vulnerability

Primetek Primefaces Application Remote Code Execution Vulnerability
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10/07/2022
10/07/2022
10/07/2022
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11/02/2022
11/02/2022

28/07/2022
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2 Oracle Fusion Middleware 4, log, ;0 Oracle WebLogic Server caiigulS >
Sy aS 315 3929 (5 Icumwl S5 12.1.3.0.0 9 10.3.6.0.0 (slodsuws

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2725

USG90 @alo Sl 315 (o yiawd ASud U aS 63w Cuge Ll palpe U lawgs Olxwusogi
k_A.CLI .\JISJUO L;)J.\Ju.wJT UJI )| L999"° (_g)b).go).eg owl (5)|_3)go).g.g dJlQ HTTP

.39 Oracle Weblogic ;g w wzbali

Oracle WebLogic Server 10.3.6.0.0 . -

Oracle WebLogic Server 12.1.3.0.0 sl DVgazs
https://www.oracle.com/security-alerts/alert-cve-2019-2725.html
https://nvd.nist.gov/vuln/detail/cve-2019-2725 &lio

CVE-2019-9670

Synacor Zimbra Collaboration Suite Improper Restriction of XML External
Entity Reference Vulnerability

azxus > Synacor Zimbra Collaboration Suite 8.7.x ;5> mailboxd CiiguelS
.2%b oo XML External Entity injection U XXE (g 3ol (gl 8.7.11p10 ;l Jud

Synacor Zimbra Collaboration before 8.7.11p10

https://packetstormsecurity.com/files/152487/Zimbra-Collaboration-Autodis-

cover-Servlet-XXE-ProxyServlet-SSRF.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9670

https://www.tenable.com/cve/CVE-2019-9670



https://docs.microsoft.com/en-us/security-updates/securitybulletins/2013/ms13-098
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2013/ms13-098
https://nvd.nist.gov/vuln/detail/CVE-2013-3900
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-3900
https://www.oracle.com/security-alerts/alert-cve-2019-2725.html
https://nvd.nist.gov/vuln/detail/cve-2019-2725
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2725
https://packetstormsecurity.com/files/152487/Zimbra-Collaboration-Autodiscover-Servlet-XXE-ProxyServ
https://packetstormsecurity.com/files/152487/Zimbra-Collaboration-Autodiscover-Servlet-XXE-ProxyServ
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9670
https://www.tenable.com/cve/CVE-2019-9670

CVE-2018-13382 (g u3utammwl duwlis

Fortinet FortiOS and FortiProxy Improper Authorization Vulnerability B3I wwl Olgic

6355 g >l p>lge Sy 4, FortiProxy g Fortinet FortiOS (gladsuuws jl (5>
223 50 pogasy HTTP

Fortinet FortiOS 6.0.0to 6.0.4, 5.6.0t0 5.6.8 and 5.4.1 t0 5.4.10 And
FortiProxy 2.0.0,1.2.0t01.2.8, 1.1.0t0 1.1.6, 1.0.0 to 1.0.7 under SSL JrLTI wwl WYgazo
VPN web portal

https://www.fortiguard.com/psirt/FG-IR-18-389
https://nvd.nist.gov/vuln/detail/cve-2018-13382 &lio
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-13382

CVE-2018-13383 (5030 sl duwlih

Fortinet FortiOS and FortiProxy Improper Authorization Vulnerability TR wwl Olgic

heap buffer s (sl)ls FortiProxy ¢ Fortinet FortioS (slodsuus (5
e overflow

Fortinet FortiOS 6.0.0 through 6.0.4, 5.6.0 through 5.6.10, 5.4.0 through | . - .

5.4.12,5.2.14 and earlier and FortiProxy 2.0.0, 1.2.8 and earlier 23wl OVgase
https://www.fortiguard.com/psirt/FG-IR-18-388
https://nvd.nist.gov/vuln/detail/CVE-2018-13383 &l
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-13383

Palo Alto Networks PAN-OS Remote Code Execution Vulnerability Gl Glgic

@ aS i 95 ol 5l aS gl LS)J.)JLJLLMJT shl> PAN-OS slodseus i A
oo 1) olgds a8 gl Gkl g3 ol 5l eauis Cuge jliml p=lge

PAN-OS 7.1.18 and earlier, PAN-OS 8.0.11-h1 and earlier, and PAN-OS
8.1.2 and earlier with GlobalProtect Portal or GlobalProtect Gateway JYRCIE wwl OVgazo
O Interface enabled

https://www.tenable.com/blog/cve-2019-1579-critical-pre-authentication-vul-
nerability-in-palo-alto-networks-globalprotect-ssl

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1579

https://nvd.nist.gov/vuln/detail /cve-2019-1579

I/o” L“G)ei\ng Cewcd


https://www.fortiguard.com/psirt/FG-IR-18-389
https://nvd.nist.gov/vuln/detail/cve-2018-13382
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-13382
https://www.fortiguard.com/psirt/FG-IR-18-388
https://nvd.nist.gov/vuln/detail/CVE-2018-13383
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-13383
https://www.tenable.com/blog/cve-2019-1579-critical-pre-authentication-vulnerability-in-palo-alto-networks-globalprotect-ssl
https://www.tenable.com/blog/cve-2019-1579-critical-pre-authentication-vulnerability-in-palo-alto-networks-globalprotect-ssl
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1579
https://nvd.nist.gov/vuln/detail/cve-2019-1579

Exim Mail Transfer Agent (MTA) Improper Input Validation Vulnerability tSJ:!-:”,‘ i .“,,,,T Olgic
O] w3 e liel Juddau 4.91 G 4.87 aseuws 1 EXim ) Susel dis SO
392 src/deliver.c Jul > deliver_message() gG ,> (recipient address) 63,5 Olxwuogi
g g3 oly 51 aS hal 4 jio Slgi 0 aS )1
Exim 4.87: 206,024
Exim 4.88: 24,608
Exim 4.89: 206,571 - .
Exim 4.90: 5,480 23wl OVgiazxo
Exim 4.91: 3,738,863
Exim 4.92: 475,591
https://www.tenable.com/blog/cve-2019-10149-critical-remote-command-ex-
ecution-vulnerability-discovered-in-exim .
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-10149 &Lw
https://nvd.nist.gov/vuln/detail/cve-2019-10149

IBM WebSphere Application Server and Server Hy Server Hypervisor Edi-

tion Remote Code Execution Vulnerability BRIl Olgie
IBM analytics <business solutions (glaasus ;| (3,0 5 Serialized-object lal,
‘o.>|.g.o L LS.CLO.DI OVga=os g Jobgo «leMbl L;JQL'\Q wlowslwyy j ccognitive
serialized Java object Sy | eslaiwl b 6lgsds loy9 syl Swl H9a ol 5l Oleusgi

Apache 4ilziS > InvokerTransformer (S b laie oS s 0 ) oguas<
..bb 0 Commons Collections

https://nvd.nist.gov/vuln/detail/CVE-2015-7450

https://www.rapid7.com/db/vulnerabilities/ibm-was-cve-2015-7450/

https://support.hcltechsw.com/csm/en?id=kb_article&sysparm_arti-
cle=KB0013731

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7450

Primetek Primefaces Application Remote Code Execution Vulnerability

Gl 3wl weak encryption flaw @y G 5.X dsews Primetek Primefaces
e 493 ol 5138 shel 4y oo Milgie (s r3cmml ol S

Primetek Primefaces 5.x

https://nvd.nist.gov/vuln/detail/CVE-2017-1000486
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-1000486



https://nvd.nist.gov/vuln/detail/CVE-2015-7450
https://www.tenable.com/blog/cve-2019-10149-critical-remote-command-execution-vulnerability-discovered-in-exim
https://www.tenable.com/blog/cve-2019-10149-critical-remote-command-execution-vulnerability-discovered-in-exim
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-10149
https://nvd.nist.gov/vuln/detail/cve-2019-10149
https://www.rapid7.com/db/vulnerabilities/ibm-was-cve-2015-7450/
https://support.hcltechsw.com/csm/en?id=kb_article&sysparm_article=KB0013731
https://support.hcltechsw.com/csm/en?id=kb_article&sysparm_article=KB0013731
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7450
https://nvd.nist.gov/vuln/detail/CVE-2017-1000486
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-1000486

CVE-2019-7609

Ml duwlidh

Fortinet FortiOS and FortiProxy Improper Authorization Vulnerability ‘533%. i .“,.,,'i Olgic
Timelion ;5 6lg3ds a5 (gl (s3> Kibana gladsuws 1 (550
b2l 4 y=ie Jlgi 0 (_;)J.\JW»T o2l 5l @990 (5,1500,00 .20bL o0 Visualizer C.Jla_“uos_)“
dgu Kibana duwg yy (swyiws alaw b olgzds (loyd
Kibana versions before 5.6.15 and 6.6.1 J:’.;"v" . wl OVguazo
https://www.tenable.com/blog/cve-2019-7609-exploit-script-available-for-ki-
bana-remote-code-execution-vulnerability
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-7609 &'L""
https://nvd.nist.gov/vuln/detail/CVE-2019-7609

Apple IOMobileFrameBuffer Memory Corruption Vulnerability

BRIl ylgie

Apple i0S and iPadOS up to 15.2.1 ;5 (Jlm prauo 9, i Sy
6399 Su l eslaiwl b g 32350 )8 ;50 cuxi |y IOMobileFrameBuffer
.3g.0 0 Memory corruption &y y=io Hasinol

Apple iOS and iPadOS up to 15.2.1

https://sensorstechforum.com/apple-zero-days-cve-2022-22587-
cve-2022-22594/
https://vuldb.com/?id.191709

SonicWall SMA 100 Appliances Stack-Based Buffer Overflow Vulnerability LSJ:!3-3' . wl Olgic
SMA100 (59 0 mod_cgi Jojlo 5 Stack o (ise 80 5u) 0 (s 123l Sy
6Spb b S szl ol 6ais Cage >l p2lge 4 S b lay Apache httpd Olxwudgi

22550 |) «nobody»

SMA 200, 210, 400, 410 and 500v appliances firmware 10.2.0.8-37sv,
10.2.1.1-19sv, 10.2.1.2-24sv and earlier versions.

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-20038
https://nvd.nist.gov/vuln/detail/CVE-2021-20038
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https://www.tenable.com/blog/cve-2019-7609-exploit-script-available-for-kibana-remote-code-execution-vulnerability
https://www.tenable.com/blog/cve-2019-7609-exploit-script-available-for-kibana-remote-code-execution-vulnerability
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-7609
https://nvd.nist.gov/vuln/detail/CVE-2019-7609
https://sensorstechforum.com/apple-zero-days-cve-2022-22587-cve-2022-22594/
https://sensorstechforum.com/apple-zero-days-cve-2022-22587-cve-2022-22594/
https://vuldb.com/?id.191709
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-20038
https://nvd.nist.gov/vuln/detail/CVE-2021-20038

GNU Bourne-Again Shell (Bash) Arbitrary Code Execution Vulnerability | ¢ 3ol ¢lgic
Ao olgds AS b=l LS).)JJWMJT s> GNU Bash glodsauws i =) \’.’Jl.‘?..ybg:i

https://nvd.nist.gov/vuln/detail/CVE-2014-7169

https://access.redhat.com/security/cve/cve-2014-7169
https://www.cvedetails.com/cve/CVE-2014-7169/
https://nvd.nist.gov/vuln/detail/CVE-2014-7169

&lo

GNU Bourne-Again Shell (Bash) Arbitrary Code Execution Vulnerability G)J_’\qu'l‘ Ulgice
S olgds 38 L (530w (sl)ls GNU Bash (slodsuws 5| (5 Ol udgi

https://nvd.nist.gov/vuln/detail /cve-2014-6271

https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-6271
https://access.redhat.com/security/cve/cve-2014-6271
https://nvd.nist.gov/vuln/detail/cve-2014-6271

CVE-2020-0787

Microsoft Windows Background Intelligent Transfer Service (BITS)

Improper Privilege Management Vulnerability SRl vlgie
Windows Background > fwd 85! (g 3wl S
g o 9 (ewyiand alaw W)l g dycaml So Closisgs

15 dg>g j93ug @ by 4o Intelligent Transfer

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-0787

https://nvd.nist.gov/vuln/detail/CVE-2020-0787
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-0787
https://www.tenable.com/cve/CVE-2020-0787



https://nvd.nist.gov/vuln/detail/CVE-2014-7169
https://nvd.nist.gov/vuln/detail/cve-2014-6271
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-0787
https://access.redhat.com/security/cve/cve-2014-7169
https://www.cvedetails.com/cve/CVE-2014-7169/
https://nvd.nist.gov/vuln/detail/CVE-2014-7169
https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-6271
https://access.redhat.com/security/cve/cve-2014-6271 
https://nvd.nist.gov/vuln/detail/cve-2014-6271
https://nvd.nist.gov/vuln/detail/CVE-2020-0787
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-0787
https://www.tenable.com/cve/CVE-2020-0787

Microsoft Internet Explorer Use-After-Free Vulnerability B3l Glgic

315 3929 Internet Explorer ;I 1\ G 1 slodseus ;> Use-after-free (g 3yl

) (DOS) Lagpw &io WMaz | olgi)s 35 shzl Sl Hg5 ol) jl pzlge U aS Olxuogi
..).m.)uo
Microsoft Internet Explorer 6 through 11 J:’.:\:.'W”T WYgaxo

https://nvd.nist.gov/vuln/detail/CVE-2014-1776

https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-de-
scription?Name=Exploit:HTML/CVE-2014-1776&threatld=-2147280573 &'U“

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-1776

Grandstream Networks UCM6200 Series SQL Injection Vulnerability Rl glgic

Cugejl>l p>lge 4 «Grandstream UCM6200 series 4 bogy o HTTP (5 ,0,5 ladl,
ol 5l olg 0400 b plge L3250 |) SQL injection Moo plaxil el 3.
B Olgie a4 b oloyd ha! oSl 1.0.19.20 ;1 Jud slodsems 55 (5230wl Olxusogi
HTML axtio <SG G255 0l 1.0.20.17 ;I 8 sloasuws ;5 9 30550 |) Root
.25 50 |) password recovery emails >

HTTP interface of the Grandstream UCM6200 H-&;!W"i 03’9“-"'—“

https://nvd.nist.gov/vuln/detail/CVE-2020-5722
https://www.tenable.com/cve/CVE-2020-5722
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-5722
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https://nvd.nist.gov/vuln/detail/CVE-2014-1776
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Exploit:HTML/CVE-2014-1776&threatId=-2147280573
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Exploit:HTML/CVE-2014-1776&threatId=-2147280573
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-1776
https://nvd.nist.gov/vuln/detail/CVE-2020-5722
https://www.tenable.com/cve/CVE-2020-5722
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-5722
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Payment for private key

Choose a convenient payment method and click «hext»:
[Bitcoin (most cheap option) -

bitcoin

Bitcoin is 3 cryptocurrency where the creation and transfer of bitcoins is based on an
open-source cryptographic protoecol that is independent of any central authority.
Bitcains can be transferred through a computer or smartphone without an intermediate
financial instieution.

Private key will be destroyed on
10/13/2013
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g Page
1:21PM Getting started with Bitcoin

You have to send 2 BTC to Bitcoi address
and specfy the Transaction ID on the
next page, which wil be verffied and confirmed.
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Free Ransomware Decryption Tools

Unlock your files without paying the ransom

on: 1.0.05 - English v DOWNLOAD

Emsisoft Decryptor for STOP Djvu

The STOP Djvu ransomware encrypts victim's files with Salsa20, and appends one of dozens of
extensions to filenames; for example, ".djvu", ".rumba", ".radman"”, ".gero", etc

Please note: There are limitations on what files can be decrypted.

For all versions of STOP Djvu, files can be successfully decrypted if they were encrypted by an
offline key that we have.

For Old Djvu, files can also be decrypted using encrypted/original file pairs submitted to the
STOP Djvu Submission portal; this does not apply to New Djvu after August 2019.
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Volatility - An advanced Open Source Memory Forensics Framework
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